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[if ass 3] ±n%&mm\ ±iEBf^bif«a)ffi2f 

«B*±IW*bflW*B»flrfrftfc1t«*m*4W 

z ftrnttzmm 2 KiBfioit mam 

Wo 

*ST»WM?S*E£«9«£TS«:»S1 KIM 
QflNUBSgf*. 

rasas] ±ie*fiHiHR^ wwwb«kj*©? 
moRio] ±E*fMWMj { . a— ran**** 

1f$fiIBJI8iS<*o 
MH8g1 1] ±E*fMWHfc WffltaTftSCi: 

©7**!:i*»«S4-r*ll«Jil1 HCfBtgcolfSfBS! 
oflHNBStttt. 

«*&trt«>?&«c&*mB£-r«ii&]i(i 4iciBK 

[R«qii6] ±B*fH**tf. a-tfSBJtTSIt 



C©KJfc#IJHc J: Utt£*ftfcBI9{bMlsnraJ:#BI 
T*«1 

2 ©4fiK?sic * y £j&*tifcftnrai;: * y ahm: lt 
±tas i <D£f&^mz a yaja*tifc»fMiia*d«jiii 
<bit«fctf«K;Lfctttt-piiiaiB«K<*icE«r*E« 

«<bfl>WRr*sr*f*Ta5* c i 

7lclBe<DIS®£B„ 

i§^*«iii«i*frp** c t*i«str*ii«w i 

7tcgB®<DfBfS^Bo 

2 0 ] ±IB&fMRffift wanwpft* C t 
«M&r«IRm 1 7lc§Stg©IBfigB. 
M&32 1 ] ±tB£ftflHBft RHUMWTPMi: 

Bo 

[HSQ2 3] B«fb**lT^*fl»fbniat» 

TOfbiwi*7c©it«i=a^br*fttt(o««fi*B» 
fbL/tw^b«wittfia»*ft*it«raw«*«er 

i ogsd:. com 1 oSi&tmmmmzftLTm 
±iBmi©gB<DifffiiB^{*/)^e<7)B§^fbif 
«<t Bi^bait « <h 6^2S* n^m 2 ©gBi ^ s 

«ic *«»fb**ifett«T±EB»<bflwi*a^b-r 

±iBmi©^fift\ 

fbaiff aitBi^bif at* ±fsm 2 ©s«'\2Sfrr*a 
«#*^6*y» 

±IBS2©gB6\ 

±IB«t 1 <0»B*6fl!>*fMIWIi:«HWb«IMIt«^b 

««t*«^b©«a*fT5iwiJ«*icuJ73r5ii 1 © 
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±tasg 2 ©ss^ so&fMifflica^Ta^k^pi 

z. ©*y&#au «t y a<wb©iMr«yK lkkucs ±e 
a 2 ©aBfr6©ae<baffi wcs-^TflHHbie 

coa^b^aict y a^b*nfciwi*±B« 2 ©g 

[8*82 4] *3ftS*iTi"*B^b«afc» 

{bLfcBHWb«f«t*»5«i©tEfe^T» 

ai ©a£aBfc»aaW«£lc*y£J«;!rft*a2© 

ai ©fc£aa*H«*-4«s#ai:» 
e©«s*ate* y«es*i*js 1 ©wsit «<t_hiBiH 
ss#aicfBS* tiTf*« 2 ©# swa* ic * y ±ia« 

±EWWbMt**±E£j«#flHc * y£j$**i*«il 

«flMKc«feya^bLT«iiwi*»*»i oa^b#« 

is 

±e*wbflwi*±i2« 1 oa^b#aic«fcy»5tifc 
aaaicj: y a^b LTBWfciaouwwcii** 2 ©a 
*fb#at» 

NM89I2 5] BHWb*hT^*«HWbflHli. £© 

BWft«a*7E©iiwiKa^-r * fc«&©aaa*i« 
ftLfc«^b«it«4*a?8i»Rra«#icfe^T, 

a 1 ©ttfflta£«aa««£tf A»*ti*A*»fc. 

t»cj:y«2fl!)»«flw[*ftffi-r*«i ©4ja*«t» 
d©m 1 ©£a#au: «t y &BE*n*a2 ©ttsaa* 

E©EaWN©IBaa. ±IBA*l8Bfr6©A2j£illt 

m 1 ©wsaa*wer *a*#a£» 

t©l8^#Slc £ yKS*ti*» 1 ©1t^1fffl<t:±fBlB 
a#aicEa*tiTl**a2©WJEa«fcU:J: »J ±IB» 

iiaaaesar %a 2 ©sa^a^ 

±BWfbMf««±eS 2 ©SEfi£^Slc £ y £fi£?ti 

«AiMiiHRic j: ya*fbLT«iwi*»*a 1 ©a*t 

±»«*fbflHi*±B« 1 ommtzmc*. y astifc 
aawc * y a^bLTBS*MbK»fflnM*a*a 2 ©a 

<ifb#st. 

l fc c t zftmt r zvg^mmsiWo 



m «*7E©« mcmmtt mwomm as ahm: 

ai ©aaa**«aa«a£icj:ysj«;rti*a2© 

ai ©«sita*Ksr*R£*ai:« 

a#aicE«*tiTt'»*a2 ©itsaatiE * y±a* 
aaaa«fertw*£a*a*s 

aa aic * y a^fk ltsiw a«a«a 1 ©a<nb* a 

±Eaw<b«a*±i3a 1 ©a*tb#ate«fc y »s*ifc 
aa ate «fc y a^fk LTnH^ba©a««a«a 2 ©a 
^b#at. 

jjBftfMnaiciya^bswRrra^sii^wara 
wa*at» 

c©?ja#ai=j:yw«tt*icB"5*» ±e*u s&2 
©a«fb#aic * *awb©«i5««ijar *wa#a 

**«Lfcc t*aatr*B»«RaB. 

[8E©i¥8BfciftB.S] 
[0 00 1] 

mmtmt. c©Bw<biwi*7c©ffiaiEa^b-r 
*fc46©aa««BHWbLfcnwbaaai:tfi3a*n 

*1t$BIBSl$£{*. C©1f$HiBfl&tt©fB8iliffl. ftBIB 

aa<*fr s©aa*«i©aa'\e» LTa^br*aa 
n«{bffa«n9fbaaa(cj:y7G©ff 
aicjwrr*B»«R«B(En-r*. 
[0002] 

[ft3fc©&ffi] aa. -TV*-*?!* smarts**© 
(an tftisE) rtToaa^-exKSw^aas/^7 1 

At-8PHSSaPglcAoTU^o *©-< 

£ 1 i: ic^IERSih^- g ft i: Lfc-fe* a y x <r -Hat 

[0 0 0 3] 5lffi-r^*-tr*ay7 1 -i--©3*m<l:LT. 

A) +t-fc*X£gtf*:i-+f ! -£&;£U m3#tf1f?8 

eaaa©a*ic a y a*? - tf xm $fi©«tsx y r *a 
sKit-r^a^ (aaaa y©f»±) 

B) afHI*a»LT1t-tr^rQy^4r-tt^o|I3 

#fl«7c©y--kf^aa*«©aaafl*H!:f"jar*©*i» 

[0004] (b) i^tffcH^ssfi&itKiirrs 
awtf^aaaicaiiiitfftict/wisti*. 3^ 

». a& *y|*9-*:i>e:i-*©B»tf«aBfc 
[0 0 0 5] aaaa4>©4t'> h9— *avea-* 
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[0006] se?T, sewta— wa*©/'?';*- 

->3 'JV7 h£BIAU H DDK-OX K- 

*„ cw&SI^P^^tt, /t^— ;?7p?5A©<I: 
56*381gfc:7P75AT*t;H!K J A V A^ifTISj^S" 
tlfcSS&ISS* tifc#* (c/Jx^S 7p 95 3. 

[0 0 0 7] LfctfoTx *y h^-^avfcfa-** 
ffl^fci§£lctt^£:fi2;©#»14frS. a-+f^J:5® 
^P^I^USS- Bf'Jffl*£$lhf*i&gtf*r*„ ± 
13-fe+n. Ux-f-JSSro^i: LT. h "J y 7 

fcHg^bSffi^ffl^S. JXT©3 0©;& 

7p/ W ?u:*t LTIf «W— exi**<!: <t fclciiMgl* 

2. isst»— tf^^p/^-rwa-weii^Tte^) 

3. D.-*fmT'^(om7Lrcmmm^m^TB§mtm 

[0 0 0 8] LfrU ZLtl<b<Dy57£*m^tcM£Mt* 

[0 0 0 9] ^ti^iast^^i: LT\ Bg*Hk<!:«^ 

[0 0 10] LfrU ZKDA£&JBl^fcJ§dKH:« J-XT 

a) a— «flC^-lfXflWI*HDDWfiT-f^K1t« 
£tlTL£l\ *<y K9— >3Vfcfa— *©<fc-5lC If 

b) j6Mi*-a*#*Hy» maw- tfx^p/u^ 

[0 0 1 1 ] JX±OBiWlCfc^T=l>k:a-^^.u/ 
£H3Wcl§£U:«7-»;>< h 'J 7 • MS© 



[0 0 12] LfrLC©t§£K*>±iB© (a] (b) © 

1) 8©$s2i*fcS3#fcJ:**iE:]e-;rft*fel£14 

2) 8©W3ItfJgJiT'£*. 

[0 0 13] CtllcfctLT. ttlUteiMHteffll^fcT' 

h y •> ^»aT»±E©n«ji!»*a»*ti*tf. 

ttT©£5&fc£tf&%. 

p] 1WTO— tf7.7P/WWa— •flcflHRt&Sftlc 
CA-try* (REB) ica— y«0)4ilMI*l8lt^b# 

[0014] t.^o'fem-ZT.yniumvfmft 

/\] tt«W>fiWU:«LTa-lrtc**a:Ha*»tt 

So 

[0 0 15] fc£*lf % »«Mri6*tifcf3*T\ Hz* 
ayT-f-SMMSFSJIKta*. ffWP, IBS 1 

[0 0 16] £WdHH«r*. ±IBMHt*af** 

Bi#<k/a#{k©fflSBtP^©8E*{k" li> 
6\ [P] <b [/\] ©«J|*tt«a*tua:L\ 
[0 0 17] Sfc, 1f«*«»fbLTeaSSfcBIBiif 

«*1WI©B|<M*Sd:tt»J©BHWb#»EJ:y»MBI 
[0 0 18] EdDCtfcfUfliU Bg^bUcaol'US 

[ooi9] mTLiz. «WB©a^b#««iii8^biB« 



(5) 
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zmVT*™ 7»BlcB£B±WB»«S;r 

ig^b#8£8o1fffl«±gB'\©7 r — Sr££«ti 

So 

[0 0 2 0] ZLOmS. X <7 ^gBKfcSIf 

®©a^b#K*i#fctf&tttitffcs-f. x-r^^K^ 

©ffiT£J3 < £ 1*5 B&lttRB&S I * S c "T 6 TS 

So 

[002 1] 

X Htf-/t©a-lfB#«©B»<bttBjtf*Bfca:*fc 
46. fiaXhTflMEBiltfiJBi:**. C©BH©itt 
tt. #*KWil=1WHO^jE=l tf-*»ar * C £ ? 
H**ay?4 , -**Mtt:iRl±$e«B#?$«. 

[0 0 2 2] CC^ClWtt, *mmtt<DX&lCtt 

©a#A,(«u*fcm?jStf*wca»*ti*. 

[0 0 2 3] H^lQieHU. HJ'J/^it 

ex© 7p / t -r trm/a—vm t^nmk/wvam 

#«*f«JcWI - WWIHI , WBlT**. 
[0 0 2 4] flfflW-fcfX^P/M'Snilltt* 7X*-B 

[0 0 2 5] tfffi-t-tf^^P/U^ffliJtts *HUlCBg^ 

©ssibst-**. c©fc», a— vaim&mKnmt 
- tX7P/ W ?w©it&tt*«K%ft«ft3. 

[0 0 2 6] I C*J- K*ffl^fe«ABK«lca—y/« 

[0027] timtmmommmmz. «nnra^ 

B**BfcB»<bU •b*aU7 1 <«IB*aWbr*Ci: 
[00 2 8] 

[BB*l»ar*fc*6©*«] E©BW©««IBBa* 

tt, B*<b*ftTi**BW<bW«fc» C©Bg^<b1f?fi£ 



rc©w«fca^bT*fctt©BnwBw§fl;Lfciwft: 
BflWHttfEBStisfcfc©*^ ±iBBg*Hb8it$8 

B©*ftflWltfEB*ti*. 
[0 0 2 9] C©Bi¥§©lBSiSB»*. qNHbBBBflm 

&a^b?«B©£ftffi8&$K£?3R£¥B£« c 
©RBWWcJ: y BSf ti^«mbttHQRflrai^:^m 
fb*ti/t«ttB©»fWWBtiE* y BHWbait 

smi©*B£#st. *iisit$8£fBH-f3iEii#a 
t> ±fBmi©afeB£#sic t t'j4fi)63rn/i:Bi^bgim« 
*±EEa^sicrai* tiTt^*«a«flWHE «t y t» 
<bLTgiif«i^4fie-rsm2©4fi£#s < s:. «*{b-r* 

tifcug^fb-r sit ±iasg 2 ©£fi£^fsi;:<i: y £b2* 
tifcwiMKj: y nmitLzmmtm «*£jsw*B3 

©£fiE#a<b, ±B»1©£J^Bl£<l:y4jS**ifc* 
ft1WB*d<S«^ft«ll«t±IBB 3 ©£«¥»£* y 
^*nfc«HWbflWld:3!Wa:Lfcttl|-PllWIB«i# 
fcEBTSEB^BfcfrS**. 
[0 0 3 0] C©BW©nWMSaS5>XyAtt» B*<b* 

tiTt^*BW{biwifc» c©B*fbit«*7c©iiBBfca 
mtr z frtbomn «*n»fb l fc «hh bait « t *nb 
•**i*itWB«i(**iir«i! 1 ©»b*» c©m 1 

©BB£»fflHtt*fl"LT««**U ±fB8ll©gB© 

itBBBB* #> s ©ng^< bit « t mbmnR t #gs& 

Z 2 ©SB£fr 6&£ t»©l::£iAr. ±EB 1 © 

BB©iffscflMi«(cESf tismbaniflKc. tm 
Wb*nfctt«-p±iBBKMbnwi*awbr*B©*# 

tifflUfflBB*tu ±B» 1 ©SBtf. ±IB« BIBBtt* 
lcE»*hTi^**fHfB*d<JiWbaflWi:BW<b 
1WBt*±BI! 2 ©SBN&ir «Bffi¥B#6 & »J « 
±Gffi 2 ©£B#* ±K» 1 ©gB6^6©^ft1f SiBi 
#fbSI1fia<»:iii^b1t?8i«a^b©SllS*ff55as« 

#icdi7j-rsm 1 ©ai^si. ±i35aaif*)b^©a 
«fb*hfeflWWEi5i;T«Bi**ffr*jHT*aj!r6ft 
y» ±Kxmm»s ±t2m2o>gwfr$<D3kft®mc 

t» C©!(iiJBr?SlcJ: »J «#fb©ff rI*WR L/tBK» 
±IBSI 2 ©SBfrSfflWWbBW«£S"3^TW*fb1t 

B*a^b-r*tt<Hb#«t» c(oa^b#B(cj:ya 
wb*ti/tflwi*±i2B 2 ©ss^di7D-r sm 2 ©as*) 

[00 3 1] COBttOQWBRBBIi. Bg^bJtlT 

^*«*biiHat» c©BHWbnM«7E©iiMWca^b 
r *fc46©BwaeBWb LnrBWfbBinat «> 

©tcfcW. Bia)Bj£1ffB^ft>IB1ira^(cJ:y£l9 
*h*«2flM*£1«i*IBaLT^*IBa#Bi. Bl 

tas^nsm 1 ©Bjenwii±EiBB*Bt=EB*tiT 

f*S 2 ©B£1* «t K<fc y ±IB«iigl1fff8^^fiE-rs 



(6) 



8M¥1 0-283268 



i&ztiz&mmm mz* y mmtLTm&m'fi z% i 
aic* y ffeti^anraie j: ya^bLT*^bMfl>if 

[0 0 3 2] d©^W©Bg#jSSIgB»i» BWb**lT 

^swHbiwit. cflW^bflM*7c©iMitca^b 
ttcif ffltftasit attcj: y*2 offsni «*£isr 

S^flDBHk. ±fBA7J35fr6©A7J*SSitT*ftit# 

#afc<t y B£«n«jR 1 ©wst«i:±EEa*aic 

IBBtf*iTl**«2©fc£fl|«£tcJ: y±Eftiiaiff8 

2 ©sjs^at. ±iBP§^<b@if$*±§B 

Jg2cD£fi!6#i8lc<{: y^«ti«&mflMlc£ya4 

fbLT«flia«»*«i©«#fk#ai:. ±EB»fbif 
$8*±ibm 1 mmmuzmz* y astifcainwc * y 
n*fbLTBHWbm©nwi*»*ii2 ©a^b#«tti» 

[0 0 3 3] C«)9B«a>Bf9WRS11M:. «Wfb**lT 
i6fl!)«IWI*«HWb LfcBg#fbaif 18 t*&r> fcroicfc 

»ioit3£i»atJ6i««aticj:y4ia**i* 
nw*K3er*K3£#«i. e©we*afc*ywe* 

1 ©»S1Wt±KIBa^atclBB**iT^*« 
2 y±E&imm*£i&T«£J&# 

at. ±EB»ft«f«*±i3ftja#aic*ysja*ti 

zpswamxc*. y a^b i ©a^ 

^b#ai:, ±BWWb1WB*±l3ISl«)a^b#ai=J: 

y »6tifc«a«i= * y a^fb LT«wfb»KJ!>it aea 
*»2©a*fb#at» ±!e&#ii$fiK£ya^{b*i i F 
^T*a«fr*«RT*«K#a*. e©wrw»c* 
y^jwesics^, ±e«k S2©a*<b#at=«i: 
*a^bo!tff*wjar*»j»#ai:fr54*. 

[0034] 

[0035] H 1 \t % COimfiOffi «£2!5>3.x2»*jr» 
V 1 lc£&$«^aflS£ft3tt9IKRS£ LT<D I C 



A - K 4 (c J: y tt jftttiT 
[0 0 3 6] ^7'f7>h : 7-»16^6fl)m 
* <t LT It t Zl$ 7 - 7 □ V 7 h««>7a 75 

icffittT. *Zh?-/t3tf*4>IEaaE*li:£i:T, '4k 

ar*Ea*£LT©M-KT<f;i*ii« (hdd) 2 

9KfBg£ftTl^Bg^b£tlTl^7-7PV7 hlf 

©7p75a (irabaa) **«)BWfl;nwnc»i5r 

SBg^bSlfSi (a^<b*£fctt©1f$fiT*i§^<b3r*iT 
1lcaaS*tl*. CWjgSlOSUTs •^5'T7>h"7-> 

vniici- K4*«^T«^bit«*iiWbani« 
»c*ya^b (MR) u c©a*fb**ifc7-7Qv 

7 h«e7a77l^JS^T»StffT*.S£3K&?T 
[0 0 3 7] ±!BM-K7<r;i9&a (HDD) 2 91C 

T*&<, 0iJ;Ltf7n75SV7 (Java) »f§S<S:T' 
IBJE7*'tlfc77 p y -T— > 3 Vffl©/jN*(a<D«S«g7'P 75 

[0 0 3 8] ±E/\-KT'T^^aa (HDD) 2 9K 

EasftTf* 1 ■z><Dy-exmmv>ffi&mz. H2£ 

SUTIWiT*. -T^fc-Ss »»{b1WBfcLT©«W<b 

£*iT1^9-7pV7MI<d7p75A (i— yffffi 

fflr*m«) 4 0 1 coumtwm 4 0 *a^*b on 

US) r*«1WitfB»<b*tlT^*BWfb«flHB4 1 £ 

[0039] nNHbmra4iAKii, *©-bwe#b 
mt&tiitm* (aaaatje-?) wwiwi4 2*« 
*iti*«. n«a«4 2u. »*sr*w*<b«a4o* 
a^b (umi) r*Bw>*ftflHBTas*. 

[0 0 4 0] Mait«4 2tt. H3KSr*3JC» 1 tT 

•y hwntf-ffcin-h^ 3, 4 tr-v KOK5-f7a- 
K4 4, 3 2tf-y h©7KU7.P-K4 5, 3£vt-<0 
'J— >"a>3-K46. 1 6lfy h©1tai^fi)6B1fffi4 

7 „ 7 e 7 h offisflsjsao n t-stjtwiaita 4 8 % 

2 4 H)»t/tt9- KHHB4 9, 3 2 kfy hO^ 
£a--y/fflMHB5 OfrSft* 1 1 9 fcT-y \-®fict% 

[004 1] K5-C7U-K4 4* 7KUXU-K4 5 
tt» Ott1ffa5 1 <h^A,T't^o 'J— >*3>a-K4 6 

i*s mrnimtwhw*. ii«j^BifS4 7, ntf 

-Sih^F^lf « 4 8 14, BUSMlfSB 5 2 £0fA,Tl**. 
»£/^7-KflWI4 9, 1$£a— y/««1WI5 0 
»4s a— •fl»eiMB5 3£PJA/P^*. 
[0042] atf-BRia-K4 3tt, ntf-roffpr. 

^irassrt*©?* y » " i * oetta tr-iRiss 

U "0" ©Wtt3lf-WRr*wLT^*. K5-T7 
D-K4 414. 1t«ea9iH^MefflK5-f7*ajLT^ 



(7) 



10-283268 



[0 0 4 3] "1 H 1 6mm) " <ws. its 

£2UlSgtflSDN (L AN*<> K9~ ?) 10MHz 

aassLT^*. "2H* <Dm. itsseaiis&tfi s 

DN (L AN* y 1 0 0 M H zfcfl5£;f>LT 

[0 0 4 4] "3 H" 0)9$. ISDN 
(LAN*vh9-$) 5 0 0MHz*tES£;SLZV 

[0045] "5H" ITHHsSIHMfflLb* 
1TV* + *;U) SctIT^S. "6H° 0)t$s 1f«e 
»H8&tf 8jM»£*ifx LTt>5, * 7 H ' ®r& KMC 
MStfftWIfll (PHS. * 

[0046] " 8 h • ©e. it seatiaitf ammei 
ft (Ksnafli. wbbti*m) **lti^s. "9 

H" (DBS. HHBffiMHMM— 7Jl/*y K7— "A 

h" waesen (ttEK^-rT) #fdd*s 
[0047] "ch" waeaffl* («MK5-r 

I**) 7-hHDD£j*LTl^o "DH" OBf. 1f$8 

[0 0 4 8] "EH* HHBe»HI(flM 
7) tfCD-ROM, CD-R£5*LTV5. "FH" 

©nt. itaieanK «WBK5-r7) tfDVDvideo » 
[0049] "o h- ©us. itssessss aus K^-r 

7) tfDVD-RAMS&ttDVD-Rfc^LTl^o 
7KUX3-K4 5I4» 36«jfe^3aHl7E*«8yr*fctt 
07KI/XT-4I (I P7KUX) *SU fctAtf* 

5. C©7 , KH*3-K4 5tt, Iftteatfl SDN 
(LAN*f h7-< ?) ©«£fc{*$*tlTl**. 
[0 0 5 0] U-^aV-3-K4 6tt, *BJLh©*«* 
8i|»#W\ &mm\Zl 6JIEr?1 Hfr6 8H©S 
*&#5Lfct>©1?**. VU-K4 6B. fP 

LTV*. 

[0051] nmfMtBflMN 7«. flHR^jaB«^r 

«4>?&y. 7tfyh©*flMs 4£>y h©£1f$B, 5 
fcfy hflDBflWPBaS**iT^*. afcMRihHHflHi 
4 8 1*» 3 y a e-:*lwraiB*3vr 

*>©■?£ y* ntf— f^pTzi— Ktf "0" ©akf-^fFRj 

©irteic. fl^ti**.©-^*. ca-ae-aitsiiiBi 

1TM4 81*. Ml 047fr£= 1 2 7 yES-pEa? 

3\ "0000000" ©if^lEteSk&tca £-H±:£ 

[0 0 5 2] ft£/*7.9-K1fffl4 9li» 7»;b77" , < > y 



h fca^©4£^#T^*l*1&£©/'tt9- KSctT 
fc©T* y . 1 X*»r-3tC 3 6 1SCX?«T'$ 

©□- K?Eifi34i?^£. 

[0053] y/wanwis o »aa-if 

?m«5ft-«»©?£%. ±IE$iJffll1f^4 2(7)rt§l*. 

nwfiDas->^Ti»Twyi83flHBrt* ov-fvyj k 
*y*aiMkr*J:3icLT«bflu\ ittxa. *>?t*> 

ffigWS->XxAi: LTli* »Jfflitf«4 2 AM bfy HO 

[0054] ±EL^H3(c^rfl6i«rr«MWira 

4 2tf» *0**H2lCwr«Wft«f«4 1 WtCffittt 

4 2©tf-rXJ:y**l*ti©?*y» /\y*-tcJ:*Bi 

*fc«t«4 1 ©tf-<X(i> *JfflHifB4 2©2fg«#g 
T\ *Pt«Ctt3fBW±tfa*Ll\ 

[0 0 5 5] L1t»r»T. JJBLfclHffllWM 2#1 1 
9^7 h8§fi£©ii^ Bg^fcS1fS4 1 li«ffiTt»2 3 
8tT«y K ji^T-t3 5 7^ htt±t*jg«ia*. * 
fc» 1 &y h©a fcf— «FpT3— K4 3©*fr5$JM1HB 
4 2/«f|iiE*ftT^*lid» IWfkf«lHB4 1 ligffiT' 
t2t7 K a*Tt.3tTy htit±U&B£tt3. 

[0056] I C*-K4tt» H4lCSf aa 
■TS I C*-K'J-i Sf« -5f $ 1 3J=SM«*ti*-3*^ 
hgB<tLT©SfiigP5«!:. a-+f rtxr?- KA73«fffl 
7M6<!:, ^X^-@A73fia5 : ?ffl7M7t^LTl<^o a 
— If/U 1 ?- KA^)4ffi?ffi^6rtlca-+f/a9- KA 
**BT6a#<6y» TX*-8A7jSa5?Eft 7fc lev* 
^-SA7j4a5? 7atf*4«. 

[0 0 5 7] IL-+f/\°X9-KA7DSffi ; fffl7t6i:. 77. 
^-SA7]Sa5 ; ?ffl^7 tti. I C*- K4«>f«fTKBlC 
«fcy«f7*ti*PBfc, i— tf/\°X7-K 0B1©ft3eit 
18) i:7X-?-S1fS (SiiaifS) ©ATJlCfcyn- 

iwisfiiWB (S2©itsifS3) tfSdwrtiT. mas-r 

5EEPROM34 (ClM**lfc«, ^BISA^Tffi46 

«o«flHifl«e?*ai.\ o*yTiEi«#A,T*ft^ 
[0058] rat>-s» -3*y ic*-K4© 

»fT«T**^P/«^-K«feyX***l*» ^201$ 

* y » « i ©»siwid: LT©i-y»js«iWB*»jai 

[0 0 5 9] a— tt/a9-KA7]5S?ffl^6. 

7-**-«A*«?ffl^7tfatt6*i*f«yu, a— ? 
«nyM-L^y« «*^B*tis<o«aas»*ay*i-L 
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y» uu^-r.fcdtcLTts^o 

[0 0 6 0] ^'TT'Vr-^S/VI «U /\*VPVf?©1i 

» 1 (5i(tBJW5C P U 1 0, #Jffl)7"P75Atf 
IB^tlTV^ROM 1 K x— 5«IB^ffl©RAM1 
2. ±EI C»-K4t©B-PT-*©*ywy*ff3 

LTO*-^-K1 5, E83 (flHUBStt*) tLT 

©A-Kxf (HDD) 1 6s 3"6t^^^1 7 

atfgSJftSEf^LTOftx-fT.^gMI 7, £ 
«fctf±EiIfIIIHg2*fl-LT*7. W-rt3t&&$tl 

[0 06 1] M-Kr-f7.?gB (HDD) 16. ftx 
-f7.*gE1 7tt. tfTv'aVKT&frS&^T'SSfc 
05T'$5. *7.r--tf-/\*3H\ U6lC^-r<t-5lC, *7. 

h^-/^3 09^«*jBr%cpu2o« tmyav? 

UmmiS ftTVS ROM2 1, ?IBSffl© RAM 
2 2, 256fr Utt^^-SIf fl#Ea3ftTk>« E E 

prom2 3, ^m&mm^mwvm*^ 

' WBg^b*fir?B§^f§2 4, Bg^{fc81t?84 1 £77. $ 

-■if»c*y«iiHB'\o!)a^b*fT3a<Hi2 5» 
^baa«4i*£jM-*anHB#j8»2 6» s^s&£ 

LTOCRTtV7.7W2 7, H-+fM°X7- K£i 
-WA7J-r*A7Jg|5i: LT<7>*-#- K2 8, Bf^<b 
•&*rt\*VJ--fuv-?YW»-fu9 s 7U (Bg^blf 

is) tzm^itmmcttfctzts^immi&tfrtt 

O/X-Kr-fX^gS (HDD) 2 9, ±EiIflls]*82 

-7 i-T. 3 0 lc«fc y tgfiES *lTf*o 
[0 0 6 2] ±EA-K7 r -f**gB (HDD) 2 9(D 

ttyfcftT-fT.^gBfcffl^TtaiA, *si^ 

<0eZ&®tt RAID (redundant arrays 
inexpensive disk ) $(DT<f Z<77[s'([Z&.V1M&i$ 

[0 0 6 3] ±§B8l1t8i£js£82 6«\ VCWCBg^b 

at LTflDWHMawa*iiiat*iJWB«4 2 tosm 

fft\ 6«ISJIltLTB»ft«1«B4 1 ^SfiK-TSt,© 
T*y. fl*lffl7lCjRTJ:3lC20©->7 KUS>X* 
2 6 a. 2 6 blC^ySfiEJtlTl^o 
[0 0 6 4] CtlJCiy, ->7H/v l 7*2 6a > 2 6 
btt. ttl&*ft*B^bB**flHB*II*Iil7JU CP 
U2 0tfS©p-Kfl*(Wa&S*ifcl»lc» «»1Mi4 
i*P-Kr*cilc*y» *ffl«HWb«MEflHBU:M 
WWI4l*«a6aA,?iH*r*J:3t=ftoT^«. £ 
<0&x CPU 2 OliR AM 2 2frSKtiJ? Bf^bOK* 



[0 0 6 5] ±£«*B2 4« ffl^S2 5»i, *tlf*l 
@8lC/^-r<fc-5lC, 7fI£>->7 hbS/X^ 6 0 a~6 0 
g £ 3fl09Mttttma*«f?5ailll6 1 a~6 1 

cicjcyao-stiTi^a. 

[0 0 6 6] P§*Hg2 4<Di§£Kli< &K& 
LTwaif « ri010010001O11J tf->7 h 
U->*^^6 0a~6 0g(i:ttJ&?n, £lta ri 1 1 0 

0 0 1 1 1 0 0 0 1 j tf35gf§6 1 c icfltlSStifcJt 

Bt#fbeS£L7\ -3ISS6 1 ctfSBg^blfS 

rioiiioooooiou ffiMixriZo 

[0 0 6 7] «9>2 5 0!)1|^(C». fc<h^(f> 

LT<D77.$-aiil8 r 1 1 o 1 o o o o o i i o j 

->7 h Uv*'** 6 0 a ~6 0 g Kfltl&StU Bf^bBIt 
«ri000011100101J tf3tg#§6 1 c 
*g£ftfcl§£, »HI3e*£LT, 3imS6 1 cfr5« 

*ft1WH: LTOBflHB rioiooioooioi 

1 j tf u**n*. 

[0 0 6 8] a-+f/\'7.9- K*A7Jr*A7J» 

fcLT*-#- K2 8^ffl^TL^A\ H— If 7*7.9 - 
K©ttfcyfc*tt*Bl\ A7J»i:LT7<f*£Wm 

X7-K©«toy(c«fll«*fflt\ ATDSBilLTCCD 

«#&tt«aaf^a&Mnratt*ttuitt£«m^« 

*5lcLTt»ai\ a-+fn°7.9- K<7>*-A73 

©ft*)yjc/^7-K©«mBI*«t\ A^SPtLT 

i-tf/C*9-K©tttoytc»tt*ffli\ A7]gPi 
LTC C D«»6»«ttl»mai^mM«tttttilHd:<' 

fcyic*8flHI*»t\ A73»tLT«S7U'T»cJ:** 

[0 0 6 9] ±IBIC*-F4tt, H9U:jjVf <fc3lc, 
ICA-K4fl)M*Wt'5CPU3 1> SW^P? 

7ixtfieaf ti7^% rom32, T-zmmo) r a 

M3 3, a-WJSaiWU a-V/tt9-K, a— y 
I DS^ES* tlS EEPROM3 4, 3.-*mt5Sm 

«*±»ar*a- , ww*6aflWB!feifl»3 5» ^x^-a 

1fffi^4fiE-r^7^^-^fiES3 6, Bg^b@1fl84 

1 ^?7.^-aita»c«i: yanm's09a^b«fT3a9 
si 3 7 » mbita 4 o «aa sic <jc y £nw\fl!>a» 

1b«fr5a«»3 8, -fV*-7i-X3 9. 3*^ h 
a— tf/t7x7-K#A73*tl«a-+( ! A-X7-K 
A7D5S?6a, 7X*-aflMfl«A**tl*7X*-a 

A*a?7 aic«feyaffi*tiT^*. 

[0 0 7 0] ±EIC*-K4tt, H»*ay5rY©a« 
flDfctta— »fmAfc|2IiEffl I C A- K2 O^fc-ttT 

asy» co i c a- K2 orttc^Toa^bsatfrtB 
*ftTi**. co*jCT?»47x*-an!«6*aflWii3 
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[007 1] a-+TOlS£1t$8£j£83 51*. ftftbttlft 
^Sg? 6 a A^A7]^tli.a-tfA°^9- K<t?X^- 

[0072] tctTiii. a-+m3.7-K ri 1 ooj 
t*Z*-mm® ri o 1 oj a— «W 

ranm ri o o i j vx^-s^fi2S3 
6ti. m®tommmmnz'<75%n&T-mi&zi\. ee 

P ROM 3 4#6S?d5*ftfca-Vfl^ra8<tttg3fr 

[0 0 7 3] tctHtf. a— WtfiSMlM ri o o 1 j 
£a-+f/\°3.9- K ri i o oj OD-Siwy, 7^$ 
-Qlfffi T1 o 1 Oj ±fB«*83 7. 3 

$60a~60gi: 3«38M6Wfi§Sifi]2fm£*T-53t» 
1 a~6 1 cfr5&5Slf*i8£&K«fc'J«J$?*lT 
cn^<t»J, ->7hU->*X^6 0a~6 0glCP 

[0 0 7 4] ffl^S3 7(0li^Ctt, tctXifs 
LT©T*$-811ttB ri 1 0 1 0 0 0 0 0 1 1 OJ 
->7 h 6 0 a ~6 0 g UH8$££*U Bg^fbSHf 

ST1 0000 1 1 1 00 1 0 U #S5WS§6 1 c (C« 
ifi^fblSlli: LT. 3IU86 1 cfr6& 
^Hblf $8.!: LT©8iti$8 rioiooioooioi 

[0 0 7 5] «^3 8©ii^lCli, tctZtt. UMt 
LTWSIf $8 ri01001000101 1j tf->7 I- 
[s'JW 6 0 a ~ 6 0 g lc«*&Stls Bl^blf IB r 1 0 
11100000101J tfSiS86 1 c lC{«$&S"tl/c 

t§£, mmu&mt lt. mime 1 c^ea^fbitfa 

<t L?<Z)£tSfB Ml 10001 1 1000U 6^73 

[0 0 7 6] /tXh+t- /^SlC^-S/N-Kx-fX 

(HDD) 29^<0±^LTc &-VlzmS*t 
*) -"T-lfXlf^COiE^TjatCO^Ts 01 0lC,TVr7 

p-*+- 0 1 1 (ommtm^ ?B4 1 im#<bif 

$84 OOD^iiS^-TEl^SBLo-DiKWr^o 
[0 0 7 7] fc£*.tf^ *7xh+J— /*307P/K# 
(a-tflcWa-tf-exilWMWW"*) tfCRTr 

<f 7s 2 7 K 2 8iP5Ma- •f-r>* 



-7i-7.£ffll^T\ «ljAlf7'P^5£>-j7 (j av 
a ) mt§Si:T'IBa>?tl/j:77''J 3 r/ffi'MKIto 
®&7a'7 : 7l±£LT<D£®m\t>tZ (ST1) „ 
d©£1P8l*. CPU2 0l::J:yRAM2 2lCf2jg?tl 
5 (ST2) o 

[0 0 7 8] £S(C. *Xh+t-y^3 0D7"P/W^ 
l-V-r>^-7i-X?ffll,^ ±50L/cEl7lc^-r 
,t-5&3- KIMTa- K4 3Hfr5fc*!&JfflUi$i4 24) 

rt§*A7D-r* (st 3) „ zoftmrnmut. cp 

U2 0tCj:yRAM2 2JC|BSi*n5 (ST 4) . 
[0 0 7 9] SSK. /t>Xh+t-A3©7'P/W^*, 

LT<DBf^bH5S1tlB^A73-r5 (ST 5) , C<W» 

it&mmmt. cpu2oi;:<fcyRAM22 ictag^n 

5 (ST6) „ 
[0080] ZLT. CPU20»iRAM22KIB»* 

tiT*zntQiiMmmtk\wm 4 2 £«nai u a 
6T-ni^bKigifffai:$ijffiiiffB4 2 &4>£jft(H«fTfc 

t*\ B§^b&1f$8 4 1 (ST 7) „ 

c p u 2 0 itz<D£.8ttt\rc9§mmiM m 1 *r a m 

2 2itfRm%tt*>\,^ /\-KtVX?£« (HD 
D) 2 9'\iESi-t£ (ST 8) „ 
[008 1] Ol^T\ CPU 2 OliR AM2 2[Z&®-i 

ftTi^±&&fiizntcBBmtmfem 1 <t e e p r 0 
m&2 5iztoj3tzct\zj:v, m2STmibi 

1f$B4 1^TX^-aiffBlcJ:y^b OHKBE) TSffl 
g£ftfo-fe!\ 81f$B££j£-ra (ST9), OL>T% C 
P U 2 0 \t COZtitetltcmiM R A M 2 2 KiBUT 
5 (ST 1 0) o 
[0 0 8 2] OfT\ CPU2 0(iRAM2 2tClB^ 

t\T^z£mmt±&£.i8,-zi\tcmmt%wubL. eg 

^S2 4lCtiJ7J-ri.J:<!:l!:<ty, BI^&2 4T£1il8£ 

■1WWc*y«W{l:r*ffll*St>^ «HWbflHB4 0 

££fiE-f£ (ST1 1) . o^T, CPU2 0ttd(0S 
fi£?tXfcBg^fbtl$S4 05±fBBg^baif$B4 1 icjtic 
**T/\-KT-<;i*ffll (HDD) 2 9'\fBgf3 
(ST1 2) 0 

[0 0 8 3] Z<D®£. tta6KnHHkMflHl4 1«&(C 

■^-lfXlffBTi&«Bi^b1ffB4 0^SfiEL^ 
*TLfcBg^{b1f«ii4 0*±iBB£^bS£H?B4 0 tt^iZ 
H D D 2 9 (CfB^ tl^J; 3 L/ct)©T*$5 0 
[0 0 8 4] (fX7"P/W^C«fc^±IB 
I C*-K4<D^TfflS, ot'Jl- ^WfS^lffgW I 
CA-F4F«3'\<D^S!^li:o^TK Ell 2lC;jvf7P 

K 4 #a— ^©^tcIcS < KHclWW— IfX T'p/ ^ ^ 
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[0 0 8 5] £<D\ CA-K4«M5r*»ffiW*, ± 

IB I C*-K4<DH*^ h SB Six-* U^'JiMr 

-SA^ag?^ a *ftLTA2liW5a.*»- • 

7-r^<t, S^HS<hA:fiSflfrSfc£a-+f.<y$-7i 

[0 0 8 6] 1WW— tfX^P/W^ifpIt, 

IE»tfft*tiT^*t^ I C*- K4*±K*5»eJtA 

(ST2D o cnic^'j, gfraaft-Ku-? 

- KAMI* 6 a» 7a$-aAftl|?7 a ttMSKi 

*l5 (ST22) „ 

[0 0 8 7] SSK. 1WW— tf^rp/^-r^tta— 7 
-TV^-7i-XltJ:y I C*j-K<7>§8*T£Jg;5Vr*£ 

*.««5aioTL^^x^-@ifa}i:^A7j-r* (st2 

3) o CtUCjy, I Cfc-K'J-: ?--5f*1 3fc<fc 

KA*«*6 a «h77.'?-@A7DSS ; f 
7a£ftLT, a-+fM°X7-K<!:77x*-81i$8i:tf 
a-tf*ffS81f 3 5 icfltfigSft* ( S T 2 

4) . tZt. a— tf»fSaifS^fi£iS3 5ltttl5<D 

mv> fcf y h *tt®£fi!Mllsnat ft*fr 5 £ £: K «fc U 

a-^fSaifS^fS U EEPROM34 1^73?- 
5 (ST25) „ CtllC«fcy» EEPROM34 tea— 

vntsmmmffimstis (ST2 6) „ 

[0 0 8 8] a— W*JS«1fW«B»**lfc». 

If SB"?- tf^P / U ^(ia-+f i 008ftf3 iz : ,m 6*1 
/ta— +fy\°7\7— K£a— +f I D<h3rA7Dt"5o CtUc 
<fcy, CPU1 Oli. a— <f/\°7.7-K<t:a-+f I Dt 
£ I C»-F'J-y • 1 3, □ HSP5s fc<fc 

tfY>$-7i-7x3 9£fl-LTCPU3 1 KitiTJf 
3„ C P U 3 1 its m&ttlZJ.— !f/R7- Kia- 
+M Dt^EEPROM3 4lCiBS-r*o 

[0089] ±iaa— «m*s«9a*tfiB»**ifca» 

tlfc I C*j-K4K*tLT. a-+C/\-7x7-KA7D!S : f 
fflr?6<l:^7x^-^A7Jffi?fflJ\7 6\ yn/Wfiz* 
V®fe%\!$T'Mtt>Z.XHZ 0 CttfC*y» a— 
SI1fffl*fi£S3 5^(Dtt35fr6©A;tt!I&£&»rt3C: 
.ttfT*^ &#Sa-+ffl^aii$Btf£MT**Sl\ -3 

[0 0 9 0] 3Wc» ?5-f7>h^-»i icfcw-^it± 
If fflSK i»A **. h * 3 left LT 7 -7P V 7 h 
H©7*P?5A<Diea!B3fc£ffl\ ^©BiRlOSCTW 
Sft*Wb£tiTV*1f$8£- I C»-K4lcJ;yj|Wl 

1 3lcSr7P-y + -h*»BBL-30KWf*. 



[0 09 1] £t\ ?5-f7>h7v>1<&H^U&^ 

«a**>u 9747* hii/yi*iLtifz (st 
ah) tcau^x-^tfaBi^tBiBr* (st3 

2) , fc.ta.tf. 1fS+t-lfX<!:LT07-7PV7h 
H<D7 , P<7*5A<DU?l7sh£*75. COSSB (U*x 
Xh) tfi»R*nfc»U CPU 1 0li±E7-*«Wtf 

3*01 4lcJ:ySAr£ (ST 3 3) . COSgfcKJ&L' 
T, a— •raWflTT* I C*-K4S»AT* (ST 3 

4) . 

[0 0 9 2] oi^T\ CPU i otia-tfi D<ha-+f 

K7.7-K©A73 ; &S^gei 4(C<fcU^P«gr^ (ST3 

5) „ c©«rt(cj6i;T» a— ?tta-+M D£a-+f 

/d7-K*AW3 (ST 3 6) . 
[0 0 9 3] £<*>A7]£*lfca— f I Dta-+fyU7 

-Ktis cpu 1 oicfcu i ca-K'J— sr- 1 

3, n*?Hg|55. -TV*-7i-X3 9£ftLT I C 
*-K4rtOCPU 3 1 (Cft|ft$:fl« (ST 3 7) . C 
tilery. CPU 3 1 (4«ie*tifca— 9* I D<ha— y 
M"7x7- K<t EEPROM23 tC»|iJl;:|3g!*tlTl^ 
a-+f I D£a-+f/\-X7-Kt**ft-Ffttk®U - 
Str*fl»5fi 4 *«BfL (ST 3 8) , -flflS, a— if I 
D*^5-T7>h7->V1 iCiifflL (ST 3 9) , ^~ 
ft«. TiEfcJl»L»f**#lfcU NGffl|**^5-f7 
>h^-»1 iCiiW-r^ (ST 4 0) „ 
[0 0 9 4] ±I37s7 1 'y7'3 8(C<t5W!frie^-B{^ 
(C, X7 1 -y7 p 3 9<3Di&ai:M^LT> CPU3 1li±IB 

a-+f/\'X7- K<k EEPROM34 (c«it(<:iefl[jrti 

T^sa— ymaif &tz*z*-m£tiffl 3 6 «t 

1WI*»8U RAM3 3lCfBM!LTfc< (ST 4 
1) . 

[0 0 9 5] ±137x^73 9 lC«fcya-+f I Dtfiifl 
Trtl/-c^5'T7> h^-» 1 it. ±SEL/i:a— tftC«t5 
1f$B+t-tf7.<tLTro7-7PV7 h^©7P^5A<D 
yfrXXMcB-^fcllWtf-fcfXWte I C*-K4 
6 N 6?f Stifca— «f I D«!:lc^7'r7V h^-» 1 © I 
PT'KlxT.^-^LT^Xh-f-y^SlCiifi-rS (ST 
4 2) . ZOts7>hV-rt3to*MiSi6m*lzZVTs 
a-+fl D«BEtt. /\-Kf-<^gI (HDD) 2 
9 KBHWb*tiTiai*tiTl^*1f a-9— \£7>t LT<D 
9-7DV7hffl)7n^7A (Bi^b««l4 0) ,!:^ 

flDB^if*a&OT*«»fb«ni«4 1 (ffi^fk-rs 
•y hicAtiTs ^w^^^rc^^-fyy v^'yy i 

IcigSrS (ST 4 3) o CflDPR* 1fffi^-lf7s<DiSffl 
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[0 0 9 6] ±iBiijSlClSi;T. ?7<<7> h^-» 1 

4 1 <!:c:<DH§^b@1fSi4 1 rt<0*Jffiilfffl4 2fccfcy«t 
^fb (f$ss) L (ST 4 4) , CO^b?n/c7-y 
□ V7 h^©7D^A«ffl^T5aS6<ff^5J:3^ 

5 (ST45) „ 

[0 0 9 7] ±IBB§^b1fS4 0fl)^^bSiia»C-p^ 
Zs 01 4lC^-r7n-^V-h«#fiLO-PittWr 
*„ f^fo^ ^^Vh^VKBCPUl Oli. 
SflLteM/tt"? h«<0 I P7 7 KU7xfc«fcy*X F+T 
-/ \* 3 gilStiT l>^tSi§EO 'J-^aV3- KCWK 

-Kt^6*y» t> LiHIIslifS 2 AM OMH z©L AN 
h9-?fli§£K(i±a5Lfi:<J:5lc K5-f73- K 
4 44>{ilT-£3 ri hj ^WiXA^^^yyv^^y 
£fiE1flB*ftfi2U I C»-K4^\S5 (ST5 1) . 

[0098] ZtllCfcy. I C*J-K4©CPU 3 Hi 
«fc*tl**5-f7> h?-»£fi21t$fi£ R AM 3 3lC 
IBH** (ST 5 2) . $fc, *<Dlf$B<D«*g£Mf7L 
?, C P U 3 1 tt±B-»[M>J£*tlT^*a— 
7- K<h E E P R O M 3 4 KSilNciag* *lTV*i- 
tf ttf&Mt ffl £ 5? X * -«£ EES 3 6 »c «fc y gf f6Mas 

Ifffl^mU R AM 3 3 KiBg-f 5 (ST 5 3) . 
[0 0 9 9] VL±<Dmffibmorc®V%T\ IC*-K4 
(DC p u 3 i lintf-fFRrn- K4 3©2HiS*^-?5 
-<7Vf-7-»10CPU 1 O^miMti (ST 5 
4) „ COSftgjfcKESCT* •?7'T7>h7-»1<D 
C P U 1 01*. Bg^{b81t$fi4 1 rtlca»ii«tlT^5 

nwira 4 2 ©+#s 3 tr-iraa - k 4 3 ^roa u 
i ca-K4£>cpu3 Tsanrra (stss) „ 

[0 1 0 0] CtlU:<fctk I C*-K40DCPU3 Hi 

=Hi-IWa-K4 3tf "1" A % "0" »T\ ufcf-i* 

^□t:-TWRr*WKr* (st 5 6) o zovmo 

USUI. □tT-WRli^JffirJtl/cJi^ CPU3 1tiBf# 
fb1ta4 0^(7)ai^HDD 1 6-Pftx-fX^SSI 7 

[0101] mxTv-rs 6<r>^m<Dt^^ ne-* 

tiiUmUf'&itctbs C P U 3 1 It F^-f 73- K4 
4, 7KUX3-K4 5* U-v^a V3-K46<DS« 

yy 1 oc p u 1 cNSSwrs 
(ST57). znmmmxici&VTs ? ; ?<(7y\>* 
i/>i©cpuioi*, mmmmm 1 fcKg«>&3: 

tlTl^WMWW 2<Dffr6 K5f73- K4 4, 7 
KUX3-K4 5, y-v>'a>a-K4 6£SXtiiU I 

c/j-K4<ocpu3 iNasflirs (stss) . 

[0102] CtU^y, I C*-K4©CPU3 Hi 



^7-<7> h?-» 1 K4 
4, 7KU3.U-K4 5, y— >*a>U-K4 6£:. R 
AM 3 3(CfB@i'tlTt' > 5'95'f7> F-7-»4fi£ifai 

to-gtests* 5 (S T 5 9) „ 

[0 10 3] -r£fr-5> Fg^fb1tS^©tiJ^1 OMH 
zfll SDNT*$ftlf?5^7>h?->>4fiE«8l>3<D 
"1H" i&y. ftJ8Plffa4 2©K5 

-f^-K4 4<D *i h" t-au WHbflHBSOIti 

[0 10 4] Ig^fblffPlOiiJflfrtfHDD 1 6fr 

6S^T*'tlT^*li^C(i^5'f 7V h?-»£fi£1f$fi 
fc©K5-r73-R* "CH" t&y. *Jffll1f$g4 2© 
K5-T7*=l-K4 4© "1 H" t-^LL^tctt). Bg^ 
<b1ffflH<0ai^IEL<SL\ OSy^iEne-Lfclt 

[0 10 5] ^5-Y7>hT-»^fi£1fffirt©iS 
<t7C©l P7KUXi:$iJiai1fffi4 2CD7FUXa-K4 
5 1 3-®. LTl^ A^AHC «fe y , BWfclMWW* 'J 

[0 106] ±IBXx-y7°59lcJ:y. THMH'JBrS 
tlfcPg, CPU 3 Hi, :RE£JM*Uttffi*ffihU N 

Gfi^^5-<7vhTv/vntaa-r5 (st6 

0) „ ±IB^7 ; ->y5 9(cJ:y, -SDWsJBrStifcB 

**i^i*±iBXy •> 7° 5 6 let y 3 ^-m^mmtn 

Tc®. C P U 3 1 li, m^b<7)fFRj^WlfrL, '(g^fbtt 
X«Htt«WRrL« TObaifS4ia)jSf|g«=&^5 
•<7Vh - 7-»1G)CPU 1 O'Vjgffi-r* (ST 6 

1) „ coj^ms^icisuT, v^jTyv^'syw) 
c p u 1 oii, mmurn* 1 * i ca- k4nsmi 

f* (ST62) „ 

[0 1 07] CtHC^y, I CA-K4CDCPU 3 Hi 
fl»«3 7lC*y*5-T7'> h^7-» 1 <J»6«»*tl* 
Bg^bSt1t?B4 1 *R AM3 3lEiaMr*lTt**?X* 

-aiwiiciya^b (sin) r*«ra*ff43*. mt 

«*£J*U R A M 3 3 ItlBSSr* (ST 6 3) . 

[0 10 8] O^T\ C P U 3 1 ttmbjM4 0©j2 
fflB»*^5-r7Vh^->yiOCPU 1 CvaSflW* 

(ST 6 4) . C©3ifll»SWci5i;T, •>7'T7VhT 
•»1©CPU1 Oli, Bf^fb1fffi4 0^ I CA-K4 

Nawrr* (st6 5) . 

[0109] CtllCty, I C*-K4®CPU3 Hi 
^H3 8tcJ:y *7-f7> fr5tt$s*n* 
Bf^blf «4 2 * R A M 3 3 ICE«* *lT^*«1«BiC 

*y«^b (MR) r*»a*fft)*» si«B*^ia 

U ">5'T7>F^-»1'\2lfi-r5 (ST 6 6) . 
[0 110] C©4flHI©aSfl«CJSi;T, ■?5'T7Vh 
V 1 OC P U 1 0 li. aSfll*tlT*fe*11Wlfc 

©7-7°0 V 7 m©7°P -9"5/ 4 ^RAM22 Iciagf 
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5 (ST 6 7) . £(D!£m, ?5'f7 , >h7->VHCfc 
^TRAM2 2lCfB^tlTL"'59--rPy7 h3?07° 

[0 111] ±&(D&oiz. 3— »f/'tt9- Kfcffll^T 

[0 112] a-+f*tiS81i$8£EEPROMK 
£6frU»fB8LTfc^ CM- f'»JSSI1f«i:a- 

<b#fifcnw*awb*-* <* 5 k& ?m. 

[0 113] ±IBL/5:J;5(c, /tea- Wl 

[0114] mmtzmmicsizts ?-**<d*><d 
«8Mrww{bu co&raofec&MrrnsEn 

mtTZt^5'&$k<DiU7 , J y K^iCfctb^ 2*c 
fcT-*£-»cnWfioi (BHWbtfftfclSMMHE 

[0 115] LfctfoT. *6Mte4CO*jaic»LT. 

1. «©IEa«l»a>*3#t£J:*^jEak;-*ti*jftl«tt 

2. U— «ftt IC*-K*1 ttfcTlf 

4. 1WI^-^7*p/Wy«/a-lf«i:t, % SHWb 

5. 1IWtf-e;i7'P/tr#«tt7X*-«©*RJET 

«E»*<b?*«. 

6. m»-wrn/Wffltt, MHcWMrtrtifc 

cwrcto. a-tfowwcflNMbLTflW 
ssasr^fsawwbsattt^tH nwre— ex? 

□/ t-f ?ffi|0!>a£li*M[;:%««ti3. 

7. I Ci-Ktffll^ fflABEBlca— tf/<X9- 



8 . mmm%WiO)®im®fiiz K5 -r - kw k 

fc1ira**©**HDD^N!6T-r;i*ic3fc:-u *i 
flW*T*Ci:*l»it'e**. 

[0116] coteju. ra*©W9fbsww>*j£«-'< 

fbU "b*aUT-f«E*5i{br*Ci:tfT**. * 
(C. £2«)$tUMSJ:L?. DVD-ROMfKDftxf 
X* 1 7 alcff 1 09!!fflgm«><:M K?-/f3©IB«& 

(HDD 2 9) fciB®LfcJ:5fceg^bffi$84 0£SiJffl] 

lira 4 2tfKto&$h««?<bWira4 1 frs&*ii$s 

(H2*!H) tflBSStU CCDVD-R0M1 7a? 
m 1 ©SWOf7'1'7V K7->V 1 Oftr <rX9B 
« (R0MK5-T7*) 1 7lCgatLTH£T**&lC"3 

[0 117] C(D1^ MWffBrt©K5-f7*3-Ki: 
LTDVD-ROM?St TFHj tfE3S**U «nit 

[0 118] Ml«)WiBBB©J:3te*Xh 
?-/f#58W<bflW4 0 <!:S<J«fSB4 2tfKW&$ih. 
5B§^b@1taJ4 1 £: I pyKUXfrSftiiiffl/tt-* 

tl/cD V D — ROM 1 7 a!b N 5Bg^b1fS4 0tWi 

®4 2tf«»i&sti«nH^bMnm4 1 ttmt&x 

JHR4)IMH& 013, H1 4(CS"r7P-^+- 

h7->VSfiE«art©K5-1'7P-Fl* "FH" tft 
'A WWM14 2© 7*3- K 4 4flD "FH" t- 

mLtcmz. BHMbniwioiamtfiEL^tiotfliir* 

tlSo 

[0 119] 9674X5 (DVD-ROM) 1 7 

a £Efi£tl«l»{bffiffi£ LTtt, yp^5^*Offi 

3, 01 4K5VMUlfN!>A, a— «f/tt7-KlcB«L 
fcSB»©jlBS Ut77"5 3) fcfrfc&l/^UlLTt, 
SL\ I C*-K4lCl40.-+fmaifffl© 

ft U * -g|1f $Btf25 e&UttEEPROM34(C 
SBS**lZVS. 
[0 120] Ztc, VLTlZmT9tT<rX9 (DVD-R 
OM) 1 7a<D«5fi^Cffl^6tlWffi7 0lCs »1©* 
0~11 2*ffl^TlttWLfc^fb1fai4 0 
£MWt«4 2 tftt46&£ft«4NHbM1Hi4 1 OH D 

D2 9'\<otim£®mcLT. *tis©nwitfE«*ti 

^CtiCfcU, 3tf-fX^ (DVD-ROM) 17atf 

[0121] 13150) (a) ~ (e) > 016O (f) 
frS (k) *ffl^T±IB)tT-fX^ (DVD-ROM) 
1 7a©«JS35«l!:-3^TKWf*. gja^g^Silt 
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ZtctbmfrO. 5~3 OmmOSfbA^XT-ftetlfctf 
5Xfi7l£Xbf>K;l/€-$7 2©±U:£l* (015 
© (a) ) &£©ls]i£grriE]SS;*--e*„ *©±frSW& 

jg)t)^n/-c7 * h u^x h m*& y **5 x 

fc-fgiaiPftftiTl"*. i<Ji'4k1537,WL7 1 CM:6 0 
-3 0 0* ClCiSa»BLT^j§jK^^3-^ «9~ 
fcjffcd r©7* hUv>Xr-Jl7 Z^V&mt^ (015 
0(b)). 

[0122] garr^mi 6© (f ) ~0u © ( i ) 

^tf 1 0 0 a /oti-otzM-g\z.\Z Z(D7* h UvT. hJf 7 3 
©JI*d r tfft*l«ft1flfifat!«<*©fSiilg8 4 ±7© 
h^£$fdi7*'J 7"3S;*l;:&*o 

[0123] ^-©sl '&m?z%.mmmwic&>)is- 

+ftt7 5ZttWlls>X7 6lC«fcy*ft;*-t*X7*r-U>> 
XH73 ^Br^WlC^t U HftgB 7 4 *ftf8,t * 
(HI 5© (c) ) . £Slc;8*&3fr!>Wr*<!:fl - 5 
7vffi7 1 cr<»:Giffi!2&itBfrSfl-U 01 5© (d) lz 
Tjkt&olzfi^Zte? 1 *Ieie*-a-S^6^iiS7 7^ 

[0 1 24] r«£H1 5© (e) ©.fcdlC&ftSB? 4 

iiinjiiL, ©Md r oft/jMaatf ui*±tf «. c 

©J^KLTtlHlLhtfofcJf^tt? 1 £7* hUi>'X 
KB7 3 £#T-r 7.? ©JSiffi 7 Oi^T't^. £©<£ 
3C:LTfftKLfcAlS7 0£Xfcf> K;«-$» 7 2fr5 
ttfU N itt:J:**iWI**y** + 

icj:yiRtt7O0!)igan$K«>u7yA*n«. 0 

16© (f) K^T<fc?K£©J:5lcLTJBJSL7cU7' 
ya*7Z*HK7 8£i*A/ei,**. 7**-«7 8f* 

H/-^H7 3^S6 x LT7X^-t57 8^ffi7 0 
fr5iiJfi**o *0«7X*-«7 8»7clC«ll/y* 
tC«fcy7lf-«7 9*fBSLfc» (01 
6© (g) ) . 7lf-lfi7 9*7**-fi7 8frSl!lli 

TS. Sg^+f-«7 9^7tlCLTlft?^-y* (ffiS* 
y*) (c^yx^V/^ OSf&dff* (016© 
(h) ) . 

[0125] -mzmmmmb-nmwy^T.+v'pm 
«8 3« 'tommer tmott-zm^Tft&tz. r 

*t)-601 6© (i) ©JHC&9A8 1* ASB8 2« 
BBU *OMOlilB(c«3aT^*^5K*il»Lfc«ai 
« (-tflC«Btm£LT#'ja-#*-K PMMA 
*ABSS«l^ifilj*rt SHL&ft. ±EOIfi 
TfB8LfcX*>/t8 0tt£IJA8 1 lC»y«ttT*« 
©T\ mtMfW Lii^ nftSKT-Ts ii V/ \' 8 0 ©SS/Jn 
*iaCiJBtttf»JIB«l=IE¥*ti*. UttfifBL 
T&SA 8 1 , 8 2 C£»B«*JIK1S?** 

U M8tttf)M.TB*-3fclS£SlA 8 1 . £SB 8 2 



©HI«jC(fT77X7'y^S«8 3 (±iB©#a.T@£ 

[0 12 6] C©J:3(iLTf9/t77;i??9W&8 3 

[/-r-f V^»^©««lcJ:yiBWi8 4«77*?y 
*«B8 3±lC»j«U 016© (j) ©<fc5£<g>g£ 
fW. C©,fc5lcLTmiELfcttS2ttiam8 4. 8 

6 AfljlC&S <fc p ICIEB U *©?£ fcfB&K 8 4 ?fc 
SLT01 6© (k) ©<fc3S1tailBiS«(*^E£?Hi 

[0 1 2 7] 01 5© (c) T'/^L/c7* r-Uv>7.r-Jl 

7 3ejaffinte83fc*e3*SIBfl&B©tt&«iai 7 
lew*. !9aLfcJ:5lc*5X«7 IttXtfVKyU*- 
* 7 2±T-#S©IiISST'IilS-r*. U— Wt7 51*8? 
y>EL57-8 8TKI«t«*U>X7 6lC*y7* h 
bv*hS7 3±lC*tt?£ <> Jffy»L57-8 8£» 
%U>X7 6ttpJi(jgP8 gtLT-ftlC^^T^Xffi 

7 1 <D*®i5foiz®w>?Zo zo)*i®m 9i*ay 

K;ut-*7 2©Ena»i«wbu #5**7 i±r© 
««w»3tx*y h©»naa mm 

££?£IKBI3ftlfi!MP&5 otfuvhP-il/LTi^*. 
[0 128] U--W6»9 7frSBfcU--*ft7 5tt 
E. O. SKil94tA. O. SM»9 3«iiatt9ry 
JIL55-8 8'\SJ^-rSo tt'hJWaflkfy HBttT* 
*7*'J HI**7*y £y hfi#^S9 9©(i^lc 

S95©SE^E. O. 2i@SS94lCttLT6PllDLfc 

y» Mis-rs. c©e. o. xntt9 4ic»r«ottiv 

ff^iE^^tE. o. a>»9 4«ia-r*u— yjna 

tfSMbf*. C©*3KLT7*hU3i'XhJi7 3'MJ 
3tr« I/— b**T7 * h U 7 3± 
©S#957 4. #B3«»«ff«. 

[0129] i«eflim9HHi9 2(cj:y«cjaattt«> 

BE^A. O. m^$s9 3[zm7LZCtlz£>J A. O. 

^ps9 3rt©it^©s§iiwsffi^o/'c^aa (a. 

O. £H»9 3X?A0^n<D&&&) tfRSr*. 
CflDSttaiciy l/-1fft7SW7'^ (Brag 
g) SW^Slt. WtCSfiKftlfSti*. fitoTC© 
j£a*©BEW9Hffl#«fe*E£fc«fcy75y* (Br 
agg) jfcfrtfato'J, 7 5 

<k-r«, o«yi$^%ft«s«9 2<otii7jja-3m«s 
**ctic*yu— wt7 5fl)jiff*iRitf»bu ^© 

!®S7 * h U^X 7 3±-WWfoattHtfi|iS3MHC 

[0130] 7*y^u-^3W*s«»iieffr*«i3i** 
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[0131] ±IBLfc<J:5l::x Bg^blffflfcif^b?"* 
fc46©-W©a^b#©^/'c%t>ROMK5'r^1 7 

LSI/* J:? fc? 5 C 7* S„ 

[0132] $rc, sejR(Dt.0t*. mmt&omizmw 
mmstvtcm&zte. rom K5-r ^rticanw* 
«^b**i™*a*»fc*fctttitf&sftyx 

tl4<4oTL*5l^WStfi5*ft ±IBSfS203g£«5 
[0 13 3] •teOj|fi6^W<!: LT, 01 8lca*T 

-tah+f- /\*i o i tD.-vmv-/f \ 02t 

h9-?1 0 3. 10 4*^UT*7h 

7— ?=l>tfa— £ 1 0 SttJgg^tl-CV**-;/ h7- 

[0134] tctatf. /ti oii*» 'mien 

mmm<D*z \- v- 1 ^ 3 1 n wtar* y . wnbit 

7A u-wffiffl-r*if$8) 4 o i^Bi^b^nrcJB 

TM»m«4 2 tffcSj&Stl^BHHblf^ 0 

<b (hod t-*@it$6W{b**iTi,^Bi^bgiif?8 

4 1 tfr6£*1f«fiW?ftTV*HDD2 9£?rL 

[0 13 5] h^-^PVtfa— 5i 1 0 5li, 
h7-*H>en— * 1 0 5(D^«»J«lf 2l|iJ«Wl 
0 6. h+J— /\"1 0 1 fr6QHN»4b1ira9*8flrr 
SSfflflM 0 7, SfigfflSPI 0 7T'§«LfcBf^b1f 
«SOIW*IWW*li8#lWWP1 0 8. B§^8¥frcSI51 

0 8 ic«fe y i»R*tifcit «*iaw * R A m y * y 1 0 
9, «mbi 0 6(O:%«miR«v^br«Bg9iii 

1 o, ami 1 oic*yiWfcS*ifcfflWtlMca- 
tffli^-/\"i 0 2(cnwi*««r*5Wiffli i nc*y 
«wa*tiT^*. -hiBBf ^sfssgp i 0 8ii, m-iornm 
mmo\ c*-K4iHi;«fi2iiitt*flLTfey, ■ 

9H 1 1 0 fcff 1 <DJtK&S0>nHHi 2 4 U^fiEt 

[0 13 6] CtUCfcy. Whtf-Ml0 1*S*7 
h9—5M 0 2*MLT»StlT*fcJ AVAfcifT" 

iaa* tifc'j^aaiwgrp 75 i*4MHHbflra«iiSfli 

»1 0 7T««fll*ca«*tu *©**flHMWMn 
0 8 IcAfcStu a^b«M)aWH^P^5Att R A 



*y 1 0 9lCAJ}3tl«. $©351 OeT'liRAM** 
y 1 o 9fr6«*B7P?5A*BtoaiLfctf SSHMHi 

zmmzo 5as^<D^sttui^s§i i o-pfl»ft*n 

R1NM 1 1 *S*y h9— ? 1 o 3£g£ LT 
a— VfflV-Mi 0 2iaS6ft3. 
[0 13 7] *v h9— ^nVfcTa-^ 1 0 5f*9<D§ff 
SI 0 7£&{Btf1 1 1 £081*9 >*-y7f b£ 

tiTi^fctta^bao^fl^ttiiiwucoyaj**^ 
ftBticft-aT&y, t^^a-tr+ayy-cflqjMbtftiT 

l/>*o 

[0 13 8] Sfc. fftOHBSSI8l<b: LT* SfcJXiSMfcfJ 
1 2 1 fr6R31GS 1 2 2£liS LT, ff 1 ©USSR'S 

<om2iziii?£?r*vs^itfm%ti i 7£5t\T<z. mm 

S£gB1 2 3A«)5flnM 2 4?BjMreic£JML 

mi (onjfifgteo ic*- Kte«fcy»tf*ti*»f*iSH(i 

81 2 5T*«*lca^b**U *SH*1 2 6T«S* 
[0 13 9] 

[0140] c<o«wic*ntf, j6MKao!)*jaic» 

LT. @©gjM*<Dff3#lCj;S^iE3t:-*n5feK 
[0141] CKD^lCcttllf. 7 7 -»^ h 'J y ^^Sl 

[0 14 2] HHB*-lfX7 , P/W4f«*, 
«tHitf*«fc»»fbT**. 

[0143] tr^yp/^^fiiji*, *«u(cffi^ 
LTiHfflBasraa«©Bi^b*attt'<*i:. mm 

- tf X 7P/ U y«|fl!)fiffll**eicBt«*ft«. 
[0 14 4] I C*- K*fflt^fflABBEffl(=a— y/< 

^Mb©MW*7r*. SfoT, -fe*a 'JT-r -Jlfito) 

i*»Rir*cim«. 

[0 14 5] n^bWIHBdDSIOflHIMlc. SSglSSi^ 
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[04] 04«, 0101 c*-F®«i8*sr*«a 



[05] 051*. 01c7)^ : 7-<7'>h^->: 

fcaVtT'P'y^H. 

[06] 06li, ■l©*Xh*f-/^WMIia«a*-r 

[07] 07i±, B6(owirad>ss()!}«miiiK«^-r 

7*nv?0. 

[08] 08(i, 06c7)Bg^g§, «#«0!>tWHIia«T« 

T7"oy?0 o 

[09] 09li, 01OI C*-K«WM(Wi*3irr 

□ •y?0, 

[01 o] 01 o\ts y-xxmmanmxmzmm 
[01 1] 01 it*. ftmmifcntftmmnosLm 



[0 1 2 ] 0 1 2 a-fttlSSIIf a© I C *- Kfc 

[01 3] 01 3ti. wmzfoczmztizvimtzti 

Tl^lfS*! C»-Ktc<feUS?SILT. «Sffi7P-?7 
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(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent wrong copy of information requiring the 
protection of security or copyright at the time of decoding encryption information 
from an information recording medium. 

SOLUTION: Enciphered encryption information 40 and encryption information 41 
where information to decoder this encryption information 40 to original 
information is enciphered are recorded, and condition information for decoding of 
encryption information 40 is recorded in this encryption information 41 in the non- 
encryption state, and encryption information 41 and condition information 42 are 
used to decode encryption information 40 from the information recording medium 
29 in an IC card 4. 
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CLAIMS 



[Claim(s)] 

[Claim 1] The information record medium characterized by to record the condition 
information at the time of decrypting the above-mentioned encryption information 
in the information record medium with which the encryption information 
enciphered, the encryption key information which enciphered the key information 
for decrypting this encryption information to the information on original, and ** are 
recorded after having been un-enciphered by the above-mentioned encryption 
key information. 

[Claim 2] The information record medium according to claim 1 characterized by 
the above-mentioned condition information being the conditions which show 
authorization of encryption of the above-mentioned encryption information. 
[Claim 3] The information record medium according to claim 2 characterized by 
being that in which the above-mentioned condition information includes the 
device information which shows the device using the information which had the 
transmission route of the above-mentioned encryption information, and the 
above-mentioned encryption information enciphered. 

[Claim 4] The information record medium according to claim 2 characterized by 
the above-mentioned condition information being a thing including field 
information. 

[Claim 5] The information record medium according to claim 2 characterized by 
the above-mentioned condition information being a thing including time 
information. 

[Claim 6] The information record medium according to claim 2 characterized by 
being that in which the above-mentioned condition information includes the 
information which limits a user. 



[Claim 7] The information record medium according to claim 1 characterized by 
the above-mentioned condition information being the device information which 
shows the device using the information which had the transmission route of the 
above-mentioned encryption information, and the above-mentioned encryption 
information enciphered. 

[Claim 8] The information record medium according to claim 7 characterized by 
the above-mentioned condition information being a thing including field 
information. 

[Claim 9] The information record medium according to claim 7 characterized by 
the above-mentioned condition information being a thing including time 
information. 

[Claim 10] The information record medium according to claim 7 characterized by 
being that in which the above-mentioned condition information includes the 
information which limits a user. 

[Claim 11] The information record medium according to claim 1 with which the 
above-mentioned condition information is characterized by being field information. 
[Claim 12] The information record medium according to claim 11 characterized 
by the above-mentioned condition information being a thing including time 
information. 

[Claim 13] The information record medium according to claim 11 characterized 
by being that in which the above-mentioned condition information includes the 
information which limits a user. 

[Claim 14] The information record medium according to claim 1 with which the 
above-mentioned condition information is characterized by being time information. 
[Claim 15] The information record medium according to claim 14 characterized 
by being that in which the above-mentioned condition information includes the 
information which limits a user. 

[Claim 16] The information record medium according to claim 1 characterized by 
the above-mentioned condition information being the information which limits a 
user. 



[Claim 17] A setting-out means to set up the condition information at the time of 
decrypting with encryption key draft proposal information, The 1st generation 
means which generates encryption key information using the condition 
information in the condition of having been un-enciphered as the encryption key 
draft proposal information set up by this setting-out means, The 2nd generation 
means which decrypts the encryption key information generated by record 
means to record common key information, and the generation means of the 
above 1st using the common key information currently recorded on the above- 
mentioned record means, and generates key information, The 3rd generation 
means which enciphers the information which was inputted by input means to 
input the information to encipher, and this input means, and to encipher using the 
key information generated by the generation means of the above 2nd, and 
generates encryption information, The recording device characterized by 
providing a record means to record on an information record medium after 
encryption key information including the condition information generated by the 
generation means of the above 1st and the encryption information generated by 
the generation means of the above 3rd have corresponded. 
[Claim 18] The recording device according to claim 17 characterized by the 
above-mentioned condition information being the conditions which show 
authorization of encryption of the above-mentioned encryption information. 
[Claim 19] The recording device according to claim 17 characterized by the 
above-mentioned condition information being the device information conditions 
which show the device using the information which had the transmission route of 
the above-mentioned encryption information, and the above-mentioned 
encryption information enciphered. 

[Claim 20] The recording device according to claim 17 with which the above- 
mentioned condition information is characterized by being field information. 
[Claim 21] The recording device according to claim 17 with which the above- 
mentioned condition information is characterized by being time information. 
[Claim 22] The recording device according to claim 17 characterized by the 



above-mentioned condition information being the information which limits a user. 
[Claim 23] The 1st equipment which has the information record medium with 
which the encryption information enciphered and the encryption key information 
which enciphered the key information for decrypting this encryption information to 
the information on original are recorded, In the information transmission system 
which consists of the 2nd equipment with which it connects with this 1st 
equipment through a communication line, and the encryption information and 
encryption key information from an information record medium on the 1st 
equipment of the above are transmitted The condition information at the time of 
decrypting the above-mentioned encryption information in the condition of having 
been un-enciphered is recorded on the encryption key information recorded on 
the information record medium of the 1st equipment of the above. The 1st 
equipment of the above consists of a transmitting means to transmit encryption 
key information including the condition information currently recorded on the 
above-mentioned information record medium, and encryption information to the 
2nd equipment of the above. The 1st output means outputted to the processing 
medium by which the 2nd equipment of the above processes a decryption of the 
condition information, encryption key information, and encryption information 
from the 1st equipment of the above, A decision means to judge whether it 
consists of an activation means to perform processing according to the 
information decrypted from the above-mentioned processing medium, and the 
above-mentioned processing medium permits a decryption based on the 
condition information from the 2nd equipment of the above, A decryption means 
to decrypt encryption information based on the encryption key information from 
the 2nd equipment of the above when authorization of a decryption is judged with 
this decision means, The information transmission system characterized by what 
is consisted of the 2nd output means which outputs the information decrypted by 
this decryption means to the 2nd equipment of the above. 
[Claim 24] In the thing treating the encryption information enciphered and the 
encryption key information which enciphered the key information for decrypting 



this encryption information to the information on original A record means by 
which the 2nd specific information generated by the 1st specific information and 
common key information is recorded, A generation means to generate the above- 
mentioned common key information by setting-out means to set up the 1st 
specific information, and the 1st specific information set up by this setting-out 
means and the 2nd specific information currently recorded on the above- 
mentioned record means, The 1st decryption means which decrypts the above- 
mentioned encryption key information using the common key information 
generated by the above-mentioned generation means, and acquires key 
information, Decryption equipment characterized by providing the 2nd decryption 
means which decrypts the above-mentioned encryption information using the key 
information acquired by the decryption means of the above 1st, and acquires the 
information before encryption. 

[Claim 25] In the portable medium treating the encryption information enciphered 
and the encryption key information which enciphered the key information for 
decrypting this encryption information to the information on original The 1st 
generation means which generates the 2nd specific information using the input 
section into which the 1st specific information and common key information are 
inputted, and the 1st specific information inputted from this input section and 
common key information, A record means to record the 2nd specific information 
generated by this 1st generation means, A prohibition means to forbid the input 
from the above-mentioned input section after recording on this record means, 
The 2nd generation means which generates the above-mentioned common key 
information by setting-out means to set up the 1st specific information, and the 
1st specific information set up by this setting-out means and the 2nd specific 
information currently recorded on the above-mentioned record means, The 1st 
decryption means which decrypts the above-mentioned encryption key 
information using the common key information generated by the generation 
means of the above 2nd, and acquires key information, Decryption equipment 
characterized by providing the 2nd decryption means which decrypts the above- 



mentioned encryption information using the key information acquired by the 
decryption means of the above 1st, and acquires the information before 
encryption. 

[Claim 26] In the thing treating the encryption key information which enciphered 
the key information for decrypting the above-mentioned encryption information to 
the information on original including the encryption information enciphered and 
the condition information at the time of decrypting this encryption information A 
record means by which the 2nd specific information generated by the 1st specific 
information and common key information is recorded, A generation means to 
generate the above-mentioned common key information by setting-out means to 
set up the 1st specific information, and the 1st specific information set up by this 
setting-out means and the 2nd specific information currently recorded on the 
above-mentioned record means, The 1st decryption means which decrypts the 
above-mentioned encryption key information using the common key information 
generated by the above-mentioned generation means, and acquires key 
information, The 2nd decryption means which decrypts the above-mentioned 
encryption information using the key information acquired by the decryption 
means of the above 1st, and acquires the information before encryption, 
Decryption equipment characterized by providing a decision means to judge 
whether a decryption is permitted using the above-mentioned condition 
information, and the control means which controls activation of the decryption by 
the above 1st and the 2nd decryption means by this decision means based on a 
decision result. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 



[Field of the Invention] This invention relates to the information record medium 
with which the encryption information enciphered and the encryption key 
information which enciphered the key information for decrypting this encryption 
information to the information on original are recorded, the recording device of 
this information record medium, the information transmission system which 
transmits the information from an information record medium to other devices, 
and decrypt it, and the decryption equipment which decode encryption 
information to the information on original using encryption key information. 
[0002] 

[Description of the Prior Art] The information acquisition in the world is possible 
using current and the Internet. Recently, the close accounting system to the data 
utility in a specific domain (a field, area) is also in a fractional replication phase. 
Security reservation aiming at unjust prevention also serves as pressing need 
with the Internet spread. 

[0003] It may prevent the case (prevention of information usurpation) where it is 
prevented that specify the user who receives A service as an object of the 
security which should be secured, enter as the 3rd person is a signal 
transduction path, and service information seizes, and that infringe on B 
copyright and the 3rd person other than a service provider uses the service 
information on original for other commercial objects (prevention of an information 
duplicate). 

[0004] It is expected that the request about the information duplicate prevention 
especially raised to (B) will be increased by quickly from now on. This is because 
development of current and a network computer is furthered energetically. 
[0005] The network computer under current development does not build in HDD, 
but calls even OS from a host server on radio at the time of a startup, and is an 
object which works application software required for an activity while installing a 
required functional program on radio when required. 

[0006] Therefore, conventionally, a user purchases various application software 
packages and uses, installing in HDD. However, when a network computer is 



used, prior purchase becomes unnecessary, and it serves as a system charged 
whenever it calls a functional program while it calls and uses a required 
functional program, when required. This functional program is a very small-scale 
program which there is not and was described by JAVA etc. in a large-scale 
program like a package program and by which functional definition was carried 
out. 

[0007] Therefore, when a network computer is used, there is the need of 
forbidding the duplicate and reuse of the functional program by the user, from the 
particulars of the accounting approach, as the approach of the above-mentioned 
security reservation - ASH IN -- metric (object cryptosystem) one -- there are the 
following three approaches using encoding technology. 

1. A public key and a private key are published by the user side, and a public key 
is communicated with a data utility claim to an information service provider. 

2. An information service provider enciphers service information with a radical to 
the public key which I had sent from a user, and sends to a user. 

3. Encryption information is decrypted and used using the private key which he 
published by the user side. 

[0008] However, when these approaches are used, whenever there is a demand 
from a user, it will be necessary to encipher, and, as for an information service 
provider, service cost will start substantially. 

[0009] As an approach of avoiding it, the symmetric (cryptosystem for un-) 
method using a common key common, at the time of encryption and a decryption 
is adopted, and there is also the approach of adopting the system by which only 
the user who knows delivery and a common key can decode the common key 
enciphered to the enciphered service information and coincidence to a user. 
[0010] However, when this approach is used, the following problems arise, 
a] It will be reproduced by the user at HDD or an optical disk, and service 
information cannot be charged for every data utility like a network computer at 
him. 

As long as a b] common key is made in agreement, it becomes easy to divert 



unjustly information [ that the 3rd person other than an information service 
provider is enciphered ] to commerce. 

[0011] Although data utility using a computer network has mainly been explained 
in the above explanation, the service using satellite broadcasting service exists 
similarly. When broadcast is used, an ASHIN metric method (approach using a 
public key and a private key) cannot be used, but adopts the symmetric method 
using a public key, and only the specific user who knows the public key can 
make it possible to receive service. 

[0012] However, the problem of the above-mentioned [a] and [b] occurs in 
common also in this case. Moreover, the above trouble is specified from a 
viewpoint of encoding technology. By the common key (symmetric) method for 
which a reception place uses the same key, there are the following three faults a 
sending agency as known conventionally. 

1) The danger by the 3rd person of being copied illegally is during a transfer of a 
key. 

2) Management of a key is complicated. 

3) The alteration of the code data itself can be easily performed at a reception 
place. That is, at a reception place, with a common key, after a decryption, after 
altering code data, it is made as for enciphering with a common key again to 
preparation. 

[0013] On the other hand, although the above-mentioned trouble improves by the 
ASHIN metric method using a public key and a private key, there are the 
following faults. 

**] Processing of encryption/decryption takes huge time amount. 
**] Whenever an information service provider sends information to a user, it is 
necessary to ask CA center (certificate authority) the public key for every user. 
[0014] The burden by the side of the information service provider to say 
increases. Furthermore, a great burden is hung on a user about storage of the 
Ha] private key. 

[0015] For example, security reservation becomes impossible only by a private 



key being stolen. Moreover, since close [ of a private key ] can reproduce easily 
FD and the IC card which are by the user side, there is a danger that the 
reproduced private key information will be abused. 

[0016] There is also a problem to say. The hybrid system of enciphering the data 
itself with a common key and enciphering only this common key again with a 
public key as an approach of improving the above-mentioned problem is 
proposed. If this method is used, although "hypertrophy of the processing time of 
[I] encryption / decryption" is eased, the complicatedness of [RO] and [Ha] will 
not be mitigated. 

[0017] Moreover, in also transmitting or recording the key used for informational 
encryption, in order to keep a key secret, it transmits or records transmitting or 
recording the key which used for encryption as it is in the system which 
enciphers information, and transmits or records as key information which 
enciphered the key separately with the encryption means other than an 
informational encryption means, without carrying out. In an information playback 
side, encryption information is decrypted with an informational decryption means 
using the key which decrypted key information with the decryption means of a 
key first, and was obtained. 

[0018] As this is used and playback control information is included in the key 
before encryption, how to prevent the alteration of playback control information 
can be considered. However, in order to know playback control information to an 
information playback side in case of this approach, key information must be 
decrypted, and it becomes a big problem when that is the following information 
regeneration systems. 

[0019] For example, the decryption means of encryption information does not 
have the decryption means of key information, either, but the disk drive 
equipment which reads the only recorded data is made to judge playback 
prohibition information, and the information regeneration system it was made to 
make the data transfer to an information regenerative apparatus with a 
decryption means control is explained. 



[0020] In this case, it is because the serious problem that also having to give the 
decryption means of key information to disk drive equipment, and causing the 
increment in cost of disk drive equipment causes lowering of the security of the 
whole system by, of course giving a decryption means to decrypt unnecessary 
key information to disk drive equipment is caused. 
[0021] 

[Problem(s) to be Solved by the Invention] Since the encryption processing for 
every user demand of a host server becomes unnecessary, the information 
delivery of the object of this invention is attained by low cost. The object of this 
invention can discover an informational illegal copy very easily, and can raise 
security substantially. 

[0022] The object of this invention has few dangers of being copied illegally 
according, to the 3rd person under transfer of a key to the fault of a common key 
system, management of a key is easy for it, and the point said that the alteration 
of the code data in a reception place is difficult is improved substantially. 
[0023] The point which shows the object of this invention below compared with 
an ASHIN metric method is improved substantially. Encryption/decryption 
processing is relatively easy for provider side / user side of data utility, and it can 
be processed in a short time. 

[0024] That an information service provider side should set up only a master key, 
since it is not necessary to ask the public key to the management center for 
every user, the information offer activity to a user can increase the efficiency 
substantially. 

[0025] The information service provider side records the information enciphered 
in advance on the IC card side, and can deliver it as it is. For this reason, 
compared with the conventional cipher system which enciphers and carries out 
information delivery for every demand of a user, the burden by the side of an 
information service provider improves substantially. 
[0026] Preparation of a decryption is completed only in the conventional 
authentication procedure of entering a user password into the personal 



authentication using an IC card. Therefore, encoding technology can be adopted, 
without newly forcing a burden upon a user for security reservation. 
[0027] Since device information and field information are included in the control 
information of encryption key information, the information enciphered by the user 
side is copied to HDD or an optical disk as it is, and it can prevent using 
improperly. Consequently, all the faults of the conventional encoding technology 
are improved, and information sending origin and a reception place can simplify 
processing substantially, and can strengthen a security function. 
[0028] 

[Means for Solving the Problem] the encryption information enciphered and the 
encryption key information which enciphered the key information for decrypting 
this encryption information to the information on original are recorded, the 
information record medium of this invention is set, and the condition information 
at the time of decrypting the above-mentioned encryption information, after 
having been un-enciphered by the above-mentioned encryption key information 
is recorded. 

[0029] A setting-out means to set up the condition information at the time of 
decrypting the recording device of this invention with encryption key draft 
proposal information, The 1st generation means which generates encryption key 
information using the condition information in the condition of having been un- 
enciphered as the encryption key draft proposal information set up by this 
setting-out means, The 2nd generation means which decrypts the encryption key 
information generated by record means to record common key information, and 
the generation means of the above 1st using the common key information 
currently recorded on the above-mentioned record means, and generates key 
information, The 3rd generation means which enciphers the information which 
was inputted by input means to input the information to encipher, and this input 
means, and to encipher using the key information generated by the generation 
means of the above 2nd, and generates encryption information, It consists of a 
record means to record on an information record medium after encryption key 



information including the condition information generated by the generation 
means of the above 1st and the encryption information generated by the 
generation means of the above 3rd have corresponded. 
[0030] The 1st equipment which has the information record medium with which 
the encryption key information which enciphered key information for the 
information transmission system of this invention to decrypt the encryption 
information enciphered and this encryption information to the information on 
original is recorded, In what consists of the 2nd equipment with which it connects 
with this 1st equipment through a communication line, and the encryption 
information and encryption key information from an information record medium 
on the 1st equipment of the above are transmitted The condition information at 
the time of decrypting the above-mentioned encryption information in the 
condition of having been un-enciphered is recorded on the encryption key 
information recorded on the information record medium of the 1st equipment of 
the above. The 1st equipment of the above consists of a transmitting means to 
transmit encryption key information including the condition information currently 
recorded on the above-mentioned information record medium, and encryption 
information to the 2nd equipment of the above. The 1st output means outputted 
to the processing medium by which the 2nd equipment of the above processes a 
decryption of the condition information, encryption key information, and 
encryption information from the 1st equipment of the above, A decision means to 
judge whether it consists of an activation means to perform processing according 
to the information decrypted from the above-mentioned processing medium, and 
the above-mentioned processing medium permits a decryption based on the 
condition information from the 2nd equipment of the above, When authorization 
of a decryption is judged with this decision means, it consists of a decryption 
means to decrypt encryption information based on the encryption key information 
from the 2nd equipment of the above, and the 2nd output means which outputs 
the information decrypted by this decryption means to the 2nd equipment of the 
above. 



[0031] In the thing treating the encryption key information which enciphered key 
information for the decryption equipment of this invention to decrypt the 
encryption information enciphered and this encryption information to the 
information on original A record means by which the 2nd specific information 
generated by the 1st specific information and common key information is 
recorded, A generation means to generate the above-mentioned common key 
information by setting-out means to set up the 1st specific information, and the 
1st specific information set up by this setting-out means and the 2nd specific 
information currently recorded on the above-mentioned record means, It consists 
of the 1st decryption means which decrypts the above-mentioned encryption key 
information using the common key information generated by the above- 
mentioned generation means, and acquires key information, and the 2nd 
decryption means which decrypts the above-mentioned encryption information 
using the key information acquired by the decryption means of the above 1st, 
and acquires the information before encryption. 

[0032] In the portable medium treating the encryption key information which 
enciphered key information for the decryption equipment of this invention to 
decrypt the encryption information enciphered and this encryption information to 
the information on original The 1st generation means which generates the 2nd 
specific information using the input section into which the 1st specific information 
and common key information are inputted, and the 1st specific information 
inputted from this input section and common key information, A record means to 
record the 2nd specific information generated by this 1st generation means, A 
prohibition means to forbid the input from the above-mentioned input section 
after recording on this record means, The 2nd generation means which 
generates the above-mentioned common key information by setting-out means to 
set up the 1st specific information, and the 1st specific information set up by this 
setting-out means and the 2nd specific information currently recorded on the 
above-mentioned record means, It consists of the 1st decryption means which 
decrypts the above-mentioned encryption key information using the common key 



information generated by the generation means of the above 2nd, and acquires 
key information, and the 2nd decryption means which decrypts the above- 
mentioned encryption information using the key information acquired by the 
decryption means of the above 1 st, and acquires the information before 
encryption. 

[0033] In the thing treating the encryption key information which enciphered the 
encryption information as which the decryption equipment of this invention is 
enciphered, and the key information for decrypting the above-mentioned 
encryption information to the information on original including the condition 
information at the time of decrypting this encryption information A record means 
by which the 2nd specific information generated by the 1st specific information 
and common key information is recorded, A generation means to generate the 
above-mentioned common key information by setting-out means to set up the 1st 
specific information, and the 1st specific information set up by this setting-out 
means and the 2nd specific information currently recorded on the above- 
mentioned record means, The 1st decryption means which decrypts the above- 
mentioned encryption key information using the common key information 
generated by the above-mentioned generation means, and acquires key 
information, The 2nd decryption means which decrypts the above-mentioned 
encryption information using the key information acquired by the decryption 
means of the above 1st, and acquires the information before encryption, It 
consists of a decision means to judge whether a decryption is permitted using the 
above-mentioned condition information, and a control means which controls 
activation of the decryption by the above 1st and the 2nd decryption means by 
this decision means based on a decision result. 
[0034] 

[Embodiment of the Invention] Hereafter, the optical disk regenerative apparatus 
applied to the example of this invention with reference to a drawing is explained. 
Hereafter, the gestalt of implementation of the 1st of this invention is explained 
with reference to a drawing. 



[0035] Drawing 1 shows the information transmission system of this invention. 
This information transmission system is constituted by IC card 4 as the host 
server 3 connected with a client machine 1 and this client machine 1 through a 
communication line 2, and the decryption section loaded with or built in a client 
machine 1. 

[0036] That is, the transfer request of programs, such as word-processing 
software, is transmitted to the host server 3 as predetermined data of a client 
machine 1. According to this transmission, programs (encryption information), 
such as word-processing software which is recorded on the hard disk drive unit 
(HDD) 29 as the Records Department which the host server 3 mentions later 
according to that transfer request and which is enciphered, are returned to the 
client machine 1 which had the transfer request with the encryption key 
information (enciphered for the information for decrypting) corresponding to that 
encryption information. According to this return, a client machine 1 decrypts 
encryption information using encryption key information using IC card 4 (decode), 
and can be processed now using programs, such as this decrypted word- 
processing software. 

[0037] It is recorded on the above-mentioned hard disk drive unit (HDD) 29 for 
every service information with which a user is provided. As this service 
information, the functional program of the subunit for applications described for 
example, not only in mere specific data but in programming Cava) language etc. 
is included. 

[0038] The example of structure of one service information currently recorded on 
the above-mentioned hard disk drive unit (HDD) 29 is explained using drawing 2 . 
That is, the information which consists of encryption key information 41 that the 
key information which decrypts a program (information which a user uses) 40 
and these encryption information 40, such as word-processing software 
enciphered as encryption information, (decode) is enciphered is recorded. 
[0039] In the encryption key information 41, control information 42 is included in 
the form un-enciphered by the part (in form which can be read directly). Control 



information 42 is the condition information at the time of decrypting 
corresponding encryption information 40 (decode). 
[0040] Control information 42 serves as 1 19 bit patterns which consist of a 
specific user / organization information 50 on 49 or 32 bits of specific password 
information of 48 or 24 bits of copy prohibition period information after the 
information creation of 47 or 7 bits of information creation date information of the 
address code 45 of 44 or 32 bits of drive codes of 43 or 4 bits of 1 bit of copy 
authorization codes, and 46 or 16 bits of region codes of a triplet, as shown in 
drawing 3 . 

[0041] The drive code 44 and the address code 45 are calling it the device 
information 51. The region code 46 is calling it field information. The information 
creation date information 47 and the copy prohibition period information 48 are 
called the time information 52. The specific password information 49, and the 
specific user / organization information 50 are called the user limited information 
53. 

[0042] Authorization of a copy and disapproval are shown, copy authorization is 
shown at the time of "1", and the copy authorization code 43 shows copy 
disapproval at the time of "0." The drive code 44 shows the information- 
transmission path and the activity drive. 

[0043] The information-transmission path shows the ISDN(LAN network)10MHz 
response at the time of "1H (hexa: hex decimal)." The signal transduction path 
shows the ISDN(LAN network) 100MHz response at the time of "2 H". 
[0044] The signal transduction path shows the ISDN(LAN network)500MHz 
response at the time of "3 H". The signal transduction path shows the general 
wire telephone line (modem utilization) at the time of "4 H". 
[0045] The signal transduction path shows the ground wave (multiplex TV 
channel) at the time of "5 IT. The signal transduction path shows satellite 
broadcasting service at the time of "6 H". The signal transduction path shows 
radiocommunication (PHS, cellular telephony network) at the time of "7 H". 
[0046] The signal transduction path shows partial radiocommunication (a 



domestic communication link, business communication link within a station) at 
the time of "8 H". When signal transduction paths are a cable network and "AH" 
at the time of "9 H n , the signal transduction path (activity drive) shows FDD. 
[0047] The signal transduction path (activity drive) shows Boot (the operation 
system at the time of starting is recorded) HDD at the time of "CH." The signal 
transduction path (activity drive) shows optical disks, such as MO and PD, at the 
time of "DH." 

[0048] The signal transduction path (activity drive) shows CD-ROM and CD-R at 
the time of "EH." The signal transduction path (activity drive) shows DVDVideo 
and DVD-ROM at the time of "FH." 

[0049] As for DVD-RAM ****, the signal transduction path (activity drive) shows 
DVD-R at the time of "0 H". An address code 45 shows the address data (IP 
address) for identifying transmission place and transmitting origin, for example, 
consists of a network address and the host address. This address code 45 is 
given when signal transduction is ISDN (LAN network). 

[0050] A region code 46 divides the area on the earth into eight areas, and gives 
the number of 1H to 8H with hex decimal for every every place region. The 
region code 46 supports field information. 

[0051] The information creation date information 47 shows the information 
creation date, and is described by 7 bits year information, 4 bits moon 
information, and 5-bit Japanese information. The copy prohibition period 
information 48 shows a copy prohibition period, i.e., copy disapproval length, and 
when a copy authorization code is the copy disapproval of "0", it is given. This 
copy prohibition period information 48 can be described till a maximum of ten- 
year and seven month = 127 months, and, in the case of "0000000", shows the 
prohibition on a copy eternally. 

[0052] The specific password information 49 shows the specific password shown 
by four characters of the alphabet and a figure, and can choose now 36 kinds of 
alphabetic characters as every one character. In this case, one character is 
described at a time by the code which is 6 bits. 



[0053] A specific user / organization information 50 shows a specific user and an 
organization. You may make it simplify the content of the above-mentioned 
control information 42 according to the content of information (contents) dealt 
with with an information transmission system. For example, as a simple system, 
control information 42 may consist of only copy authorization codes 43 which are 
1 bit. 

[0054] The control information 42 which has the structure shown in above- 
mentioned drawing 3 is inserted in in the encryption key information 41 shown in 
drawing 2 as it is. The size of this encryption key information 41 is larger than the 
size of control information 42, in order to prevent decode of the encryption key 
information 41 by the hacker, also at the lowest, the size of the encryption key 
information 41 is required, and the twice of control information 42 have 3 or more 
times actually desirable [ size ]. 

[0055] Therefore, when the above-mentioned control information 42 is 119 bit 
patterns, as for the encryption key information 41 , the minimum or 238 bits, and 
357 bits or more also of usual are also needed. Moreover, when control 
information 42 consists of only 1-bit copy authorization codes 43, as for the 
encryption key information 41, the minimum or 2 bits, and usual are needed more 
than a triplet. 

[0056] IC card 4 has the polar zone 5 as the connection section connected to IC 
card reader writer 13 mentioned later, the hole 6 for user password input 
terminals, and the hole 7 for master key input terminals, as shown in drawing 4 . 
User password input terminal 6a is in the hole 6 for user password input 
terminals, and master key input terminal 7a is in the hole 7 for master key input 
terminals. 

[0057] In case the hole 6 for user password input terminals and the hole 7 for 
master key input terminals are published by the issuance equipment of IC card 4, 
the key information (the 2nd specific information) corresponding to a user is 
generated by the input of a user password (the 1st specific information) and 
master key information (common key information), and after being recorded on 



EEPROM34 mentioned later, they are embedded by resin enclosure etc. 
Thereby, the key information corresponding to a user cannot be changed 
afterwards, that is, it can be made not to carry out the unjust alteration. 
[0058] That is, by the input of the user password as the 2nd specific information 
entered by the user, i.e., the provider who is the publisher of IC card 4, and a 
master key, after forming the key information corresponding to a user as the 1st 
specific information, the input path from the outside to the input section (input 
terminal) is intercepted for alteration prevention. 

[0059] Moreover, you may prevent from changing key information corresponding 
to a user afterwards by removing user password input terminal 6a and the master 
key input terminal 7a itself, or removing those electrode sections instead of the 
hole 6 for user password input terminals and the hole 7 for master key input 
terminals being filled. In this case, you may make it remove by using lead wire 
instead of an input terminal, and drawing out lead wire at the time of issuance. 
[0060] As client machines 1 are information management systems, such as a 
personal computer, and are shown in drawing 5 As CPU 10 which controls the 
whole client machine 1, ROM1 1 on which the control program is recorded, 
RAMI 2 for data logging, IC card reader writer 13 which exchanges data between 
above-mentioned IC cards 4, a display 14, and the input section As the Records 
Department by which it is loaded with the ** keyboard 15, the hard disk drive unit 
(HDD) 16 as the Records Department (information record medium), and optical 
disk 17a It is constituted by **************** 17 and the communication link 
interface 18 connected with the host server 3 through the above-mentioned 
communication line 2. 

[0061] A hard disk drive unit (HDD) 16 and an optical disk unit 17 are later 
connectable with an option. As shown in drawing 6 , the host server 3 CPU20 
which controls the whole host server 3, ROM21 on which the control program is 
recorded, RAM22 for data logging, EEPROM23 on which master key information 
is recorded beforehand, and raw information using key information The code 
machine 24 and the encryption key information 41 that encryption to the 



encryption information 40 is performed using master key information As the 
decoder 25 which performs the decryption to key information, the key 
information-synthesis machine 26 which generates the encryption key 
information 41, and a display As the input section into which a user enters ** 
CRT display 27 and a user password As the Records Department (information 
record medium) where the information which consists of programs (encryption 
information), such as the ** keyboard 28 and word-processing software 
enciphered, and encryption key information corresponding to this encryption 
information is recorded It is constituted by the communication link interface 30 
connected with a client machine 1 through the ** hard disk drive unit (HDD) 29 
and the above-mentioned communication line 2. 

[0062] An optical disk unit may be used instead of the above-mentioned hard 
disk drive unit (HDD) 29. Furthermore, when considering as the mass Records 
Department, you may make it constituted by disk arrays, such as RAID 
(redundant arrays inexpensive disk). 

[0063] The above-mentioned key information-synthesis machine 26 performs 
composition with the encryption key draft proposal information as an encryption 
key, and control information 42 provisionally, generates the encryption key 
information 41 as a synthetic result, and as shown in drawing 7 , it is constituted 
by two shift registers 26a and 26b. 

[0064] Thereby, when the sequential output of the encryption key draft proposal 
information supplied is carried out and the load signal from CPU20 is supplied, 
by loading control information 41, shift registers 26a and 26b insert control 
information 41 in the encryption key draft proposal information, and output it to it. 
Under the present circumstances, a load signal is outputted based on the 
address of the encryption key draft proposal information which reads CPU20 
from RAM22. 

[0065] The above-mentioned code machine 24 and the decoder 25 are 
constituted by seven shift registers 60a-60g and the computing elements 61a- 
61c which perform three EXCLUSIVE OR operation as shown in drawing 8 , 



respectively. 

[0066] In the case of the code machine 24, when the key information 
"1010010001011" as a random number is supplied to shift registers 60a-60g and 
raw information "1110001110001" is supplied to computing-element 61c, 
encryption information "1011100000101" is outputted from computing-element 
61c as an encryption result. 

[0067] In the case of a decoder 25, when the master key information 
"110100000110" as a random number is supplied to shift registers 60a-60g and 
encryption key information "1000011100101" is supplied to computing-element 
61c, the key information "1010010001011" as decryption information is outputted 
from computing-element 61c as a decryption result. 

[0068] In addition, although the keyboard 28 is used as the input section which 
enters a user password, a voiceprint is used instead of a user password and you 
may make it use a microphone and a voiceprint feature detection machine as the 
input section. Moreover, you may make it use the face image read station and 
face information feature-extraction machine which use face information instead of 
and consist of CCD etc. as the input section. [ a user password ] Moreover, the 
speech recognition of a password is used instead of the key input of a user 
password, and you may make it use a microphone and a voice recognition unit 
as the input section. Moreover, you may make it use the fingerprint read station 
and image feature-extraction machine which use a fingerprint instead of and 
consist of CCD etc. as the input section. [ a user password ] Moreover, you may 
make it use the finger surface-electrical-resistance value measuring device in 
each point and finger information feature-extraction equipment to use finger 
information instead of and according to an electrode array as the input section. 
[ a user password ] 

[0069] CPU31 as for which above-mentioned IC card 4 controls whole IC card 4 
to be shown in drawing 9 , ROM32 on which the control program is recorded, 
RAM33 for data logging, the key information corresponding to a user, A user 
password, The key information generation machine 35 corresponding to the user 



who generates EEPROM34 and the key information corresponding to a user on 
which user ID etc. is recorded, the master key generation machine 36 which 
generates master key information, and the encryption key information 41 using 
master key information User password input terminal 6a into which the decoder 
38 which performs the decryption to raw information using key information, an 
interface 39, the connection section 5, and a user password are entered in the 
decoder 37 which performs the decryption to key information, and the encryption 
information 40, It is constituted by master key input terminal 7a into which master 
key information is inputted. 

[0070] Above-mentioned IC card 4 is giving the user individual IC card 20 for 
authentication for reservation of security, and all decryption circuits are built in in 
this IC card 20. By this method, neither the master key information 6 nor the key 
information 3 came out of IC, and the injustice by the hacker is prevented. 
Therefore, in the information transmission system shown in drawing 1 , IC card 
20 with which the decryption circuit is built in is decryption equipment, and when 
it sees from the whole information transmission system, it is equivalent to the 
decryption section. 

[0071] The key information generation machine 35 corresponding to a user 
consists of computing elements which perform EXCLUSIVE OR operation, and 
generates the key information corresponding to a user as the result of an 
operation by performing EXCLUSIVE OR operation of the master key information 
that it is inputted from the user password entered from user password input 
terminal 6a, and master key input terminal 7a. 

[0072] For example, the operation of a user password "1 100" and master key 
information "1010" generates the key information "1001" corresponding to a user. 
The master key generation machine 36 consists of computing elements which 
perform EXCLUSIVE OR operation, and generates master key information as the 
result of an operation by performing EXCLUSIVE OR operation of the user 
password supplied from the key information corresponding to a user read from 
EEPROM34, and the outside. 



[0073] For example, the operation of the key information "1001" corresponding to 
a user and a user password "1 100" generates master key information "1010." 
The above-mentioned decoders 37 and 38 are constituted by the random 
number generator which consists of seven shift registers 60a-60g and computing 
elements 61a-61c which perform three EXCLUSIVE OR operation as shown in 
drawing 8 , respectively. This calculates using the information serially supplied to 
computing-element 61c to the information loaded to shift registers 60a-60g. 
[0074] In the case of a decoder 37, when the master key information 
"110100000110" as a random number is supplied to shift registers 60a-60g and 
encryption key information "1000011100101" is supplied to computing-element 
61c, the key information "1010010001011" as decryption information is outputted 
from computing-element 61c as a decryption result. 

[0075] In the case of a decoder 38, when the key information "101001000101 1" 
as a random number is supplied to shift registers 60a-60g and encryption 
information "1011100000101" is supplied to computing-element 61c, the raw 
information "1 1 10001 1 10001" as decryption information is outputted from 
computing-element 61c as a decryption result. 

[0076] Next, it explains, referring to drawing showing the generation process of 
the flow chart shown in drawing 10 , the encryption key information 41 on 
drawing 1 1 , and the encryption information 40 about the record approach of the 
service (it provides for user) information on the hard disk drive unit (HDD) 29 by 
the host server 3 mentioned above. 

[0077] For example, the provider (the service information to a user is offered) of 
the host server 3 inputs now the raw information as a functional program of the 
subunit for applications described in programming Qava) language etc., using the 
user interface which consists of CRT display 27 and a keyboard 28 (ST1). This 
raw information is recorded on RAM22 by CPU20 (ST2). 
[0078] Furthermore, the provider of the host server 3 inputs the content of the 
control information 42 which consists of code authorization code 43 grade as 
shown in drawing 7 mentioned above using a user interface (ST3). This control 



information 42 is recorded on RAM22 by CPU20 (ST4). 
[0079] Furthermore, the provider of the host server 3 inputs the encryption draft 
proposal information as an encryption key provisionally using a user interface 
(ST5). This encryption draft proposal information is recorded on RAM22 by 
CPU20 (ST6). 

[0080] And by outputting the encryption draft proposal information and control 
information 42 which are recorded on RAM22 to read-out and the key 
information-synthesis machine 26, CPU20 makes the key information-synthesis 
machine 26 perform synthetic processing with encryption draft proposal 
information and control information 42, and generates the encryption key 
information 41 (ST7). Subsequently, CPU20 is recorded on a hard disk drive unit 
(HDD) 29 while it records this generated encryption key information 41 on 
RAM22 (ST8). 

[0081] Subsequently, by outputting the encryption key information 41 which is 
recorded on RAM22 and by which generation was carried out [ above- 
mentioned ], and the master key information currently recorded on EEPROM23 
to read-out and a decoder 25, CPU20 makes a decoder 25 perform processing 
which decrypts encryption key information 41 using master key information 
(decode), and generates key information (ST9). Subsequently, CPU20 records 
this generated key information on RAM22 (ST10). 

[0082] Subsequently, by outputting the key information by which generation was 
carried out [ above-mentioned ] with the raw information currently recorded on 
RAM22 to read-out and the code machine 24, CPU20 makes the code machine 
24 perform processing which enciphers raw information using key information, 
and generates the encryption information 40 (ST11). Subsequently, this 
generated encryption information 40 is made equivalent to the above-mentioned 
encryption key information 41, and CPU20 records it on a hard disk drive unit 
(HDD) 29 (ST12). 

[0083] In this case, the encryption key information 41 is made previously first, key 
information is generated for the first time through that after decoder, the 



encryption information 40 which is the service information supplied to a user with 
a code vessel using this generated key information is generated, and this 
generated encryption information 40 is recorded on HDD29 with the above- 
mentioned encryption key information 40. 

[0084] Next, it explains, referring to the flow chart shown in drawing 12 about the 
registration approach into the issuance processing 4 of above-mentioned IC card 
4 by the information service provider, i.e., the IC card of the key information 
corresponding to a user. Before IC card 4 arrives to a user fundamentally, an 
information service provider sets up. 

[0085] The issuance machine which publishes this IC card 4 consists of a card 
reader writer which can input through user password input terminal 6a and 
master key input terminal 7a, a user interface which consists of a display and the 
input section, and a control section which controls issuance processing while 
being able to perform an exchange of the connection section 5 of above- 
mentioned IC card 4, and data. 

[0086] That is, an information service provider inserts in the above-mentioned 
issuance machine IC card 4 with which no records are made (ST21). Thereby, 
the card reader writer of an issuance machine, and the connection section 5 of IC 
card 4, user password input terminal 6a and master key input terminal 7a are 
connected (ST22). 

[0087] Furthermore, an information service provider inputs the user password 
which the information service provider determined at the time of an agreement 
with a user, and the master key information which only the information service 
provider knows while directing issuance of an IC card by the user interface 
(ST23). Thereby, a user password and master key information are supplied to 
the key information generation machine 35 corresponding to a user through IC 
card reader writer 13 and user password input terminal 6a, and master key input 
terminal 7a (ST24). Then, by performing EXCLUSIVE OR operation of the 
bitwise of those information, the key information generation machine 35 
corresponding to a user generates the key information corresponding to a user, 



and outputs it to EEPROM34 (ST25). Thereby, the key information 
corresponding to a user is recorded on EEPROM34 (ST26). 
[0088] Moreover, after the key information corresponding to a user is recorded, 
an information service provider inputs the user password and user ID which were 
decided at the time of an agreement with a user. Thereby, CPU 10 outputs a user 
password and user ID to CPU31 through IC card reader writer 13, the connection 
section 5, and an interface 39. CPU31 records the user password and user ID 
which are supplied on EEPROM34. 

[0089] After the above-mentioned key information corresponding to a user etc. is 
recorded, IC card 4 is published from the above-mentioned issuance machine. 
The hole 6 for user password input terminals and the hole 7 for master key input 
terminals are embedded by the provider by resin enclosure etc. to this published 
IC card 4. Thereby, the input path from the outside to the key information 
generation machine 35 corresponding to a user can be intercepted, the key 
information corresponding to a user cannot be changed afterwards, that is, an 
unjust alteration can be prevented. 

[0090] Next, the starting processing in a client machine 1 performs the transfer 
request of programs, such as word-processing software, to the host server 3, the 
information which is acquired according to this demand and which is enciphered 
is decoded with IC card 4, and it explains, referring to the flow chart shown in 
drawing 13 about the processing set up as a functional program. 
[0091] First, the power source which a client machine 1 does not illustrate is 
turned on, and a client machine 1 is started (ST31). Then, a client machine 1 
checks whether specific groups (accounting system etc.) have data needed by 
the exchange with the host server 3 (ST32). For example, programs, such as 
word-processing software as data utility, are requested. When this check 
(request) is directed, CPU 10 guides insertion of IC card (it is decipherable) 4 
which can call the above-mentioned data by the display 14 (ST33). According to 
this advice, a user inserts corresponding IC card 4 (ST34). 
[0092] Subsequently, CPU 10 guides the input of user ID and a user password by 



the display 14 (ST35). According to this advice, a user enters user ID and a user 
password (ST36). 

[0093] This user ID and user password that were entered are supplied to CPU31 
in IC card 4 by CPU 10 through IC card reader writer 13, the connection section 5, 
and an interface 39 (ST37). The user ID and the user password with which 
CPU31 was supplied by this, and the user ID currently recorded on EEPROM23 
in advance are compared with a user password, respectively, it judges whether it 
is in agreement (ST38), and at the time of coincidence, user ID is notified to a 
client machine 1 (ST39), it is regarded as injustice at the time of an inequality, 
actuation is suspended, and NG signal is notified to a client machine 1 (ST40). 
[0094] At the time of coincidence of the decision result by the above-mentioned 
step 38, in parallel to processing of step 39, CPU31 performs EXCLUSIVE OR 
operation for the above-mentioned user password and the key information 
corresponding to a user currently recorded on EEPROM34 in advance with the 
master key generation vessel 36, generates master key information as the result 
of an operation, and records it on RAM33 (ST41). 
[0095] The client machine 1 with which user ID was notified by the above- 
mentioned step 39 gives the IP address of a client machine 1 to the information 
service request based on the request of programs, such as word-processing 
software as data utility by the user who mentioned above, and the user ID 
obtained from IC card 4, and transmits it to the host server 3 (ST42). This host 
server 3 accepts that transfer request. After attesting user ID, As data utility 
which is enciphered by the hard disk drive unit (HDD) 29, and is recorded on it 
The address of a transmission place puts close into the communication link 
packet which gave the IP address to require transmitting-to programs [, such as 
** word-processing software, ] (encryption information 40) and encryption key 
information 41 (enciphered for information for decrypting) corresponding to the 
encryption information origin. The client machine 1 with a transfer request is 
returned (ST43). Under the present circumstances, it is recorded on the Records 
Department which the content of accounting to the user of the above-mentioned 



user ID does not illustrate as transmission of data utility. 
[0096] According to the above-mentioned return, a client machine 1 decrypts 
encryption information 40 using IC card 4 by the control information 42 within the 
encryption key information 41 and this encryption key information 41 (decode) 
(ST44), and can be processed now using programs, such as this decrypted 
word-processing software, (ST45). 

[0097] It explains referring to the flow chart shown in drawing 14 about decryption 
processing of the above-mentioned encryption information 40. Namely, CPU 10 of 
a client machine 1 consists of a region code which judged the region code of the 
area in which the host server 3 is installed by the IP address in the 
communication link packet which received, and was judged to be the IP address 
of the transmitting origin, when it is the LAN network whose communication line 2 
is 10MHz, as mentioned above, it creates the client machine creation information 
which added "1 H" which is the value of the drive code 44, and it sends it to IC 
card 4 (ST51). 

[0098] Thereby, CPU31 of IC card 4 records the client machine creation 
information supplied on RAM33 (ST52). Moreover, in parallel to supply of the 
information, by performing EXCLUSIVE OR operation for the user password with 
which the above-mentioned coincidence is judged, and the key information 
corresponding to a user currently recorded on EEPROM34 in advance with the 
master key generation vessel 36, CPU31 generates master key information as 
the result of an operation, and records it on RAM33 (ST53). 
[0099] In the phase in which the above preparation was completed, CPU31 of IC 
card 4 transmits the Request to Send of the copy authorization code 43 to 
CPU 10 of a client machine 1 (ST54). According to this Request to Send, CPU 10 
of a client machine 1 transmits the copy authorization code 43 to CPU31 of 
drawing and IC card 4 out of the control information 42 currently embedded in the 
encryption key information 41 (ST55). 

[0100] Thereby, the copy authorization code 43 is in "1" and "0", and CPU31 of 
IC card 4 judges copy authorization or copy disapproval (ST56). When copy 



authorization is judged as a result of this decision, CPU31 is unconditionally 
received, though the source of encryption information 40 grade is reproduced by 
the disk of HDD16 or an optical disk unit 17, and progresses to a decryption of 
latter step 61. 

[0101] Since it is necessary to check the source of encryption information 40 
grade when copy disapproval is judged as a result of decision of the above- 
mentioned step 56, CPU31 transmits the Request to Send of the drive code 44, 
an address code 45, and a region code 46 to CPU 10 of a client machine 1 
(ST57). According to this Request to Send, CPU10 of a client machine 1 
transmits the drive code 44, an address code 45, and a region code 46 to CPU31 
of drawing and IC card 4 out of the control information 42 currently embedded in 
the encryption key information 41 (ST58). 

[0102] Thereby, CPU31 of IC card 4 checks coincidence with the drive code 44 
supplied from a client machine 1, an address code 45, a region code 46, and the 
client machine creation information currently recorded on RAM33 (ST59). 
[0103] That is, if sources, such as encryption information, are ISDN which is 
10MHz, the drive code within client machine creation information will serve as "1 
H", and sources, such as encryption information, will be judged to be right things 
in accordance with "1 H" of the drive code 44 of control information 42. 
[0104] Moreover, when sources, such as encryption information, are reproduced 
from HDD16, since the drive code within client machine creation information 
serves as "CH" and is not in agreement with "1 H" of the drive code 44 of control 
information 42, sources, such as encryption information, are not right, that is, it is 
judged to be the information copied illegally. 

[0105] Moreover, it is judged by whether the IP address of the transmitting origin 
within client machine creation information and the address code 45 of control 
information 42 are in agreement whether encryption information etc. is an original 
thing or the thing unjustly copied to commerce as a pirate edition. 
[0106] By the above-mentioned step 59, when an inequality is judged, it 
considers that CPU31 is injustice, it suspends actuation, and notifies NG signal 



to a client machine 1 (ST60). When coincidence is judged (when encryption 
information etc. is judged to be an original thing), or when copy authorization is 
judged by the above-mentioned step 56 by the above-mentioned step 59, CPU31 
judges authorization of a decryption, judges initiation for a decryption, and 
transmits the Request to Send of the encryption key information 41 to CPU 10 of 
a client machine 1 by it (ST61). According to this Request to Send, CPU10 of a 
client machine 1 transmits the encryption key information 41 to IC card 4 (ST62). 
[0107] Thereby, CPU31 of IC card 4 makes the processing which decrypts 
encryption key information 41 supplied from a client machine 1 by the decoder 37 
using the master key information currently recorded on RAM33 (decode) perform, 
generates key information, and records it on RAM33 (ST63). 
[0108] Subsequently, CPU31 transmits the Request to Send of the encryption 
information 40 to CPU10 of a client machine 1 (ST64). According to this Request 
to Send, CPU 10 of a client machine 1 transmits the encryption information 40 to 
IC card 4 (ST65). 

[0109] Thereby, CPU31 of IC card 4 makes the processing which decrypts 
encryption information 42 supplied from a client machine 1 by the decoder 38 
using the key information currently recorded on RAM33 (decode) perform, 
generates raw information, and transmits it to a client machine 1 (ST66). 
[01 10] According to transmission of this raw information, CPU10 of a client 
machine 1 records programs, such as word-processing software as transmitted 
raw information, on RAM22 (ST67). Consequently, it can process using 
programs, such as word-processing software currently recorded on RAM22 in the 
client machine 1. 

[01 11] As mentioned above, it is generable in the location which is not visible to a 
user with a master key generation vessel within IC card 4 in the master key 
information which is a common key using a user password. 
[0112] Moreover, the key information corresponding to a user is beforehand 
recorded on EEPROM, a master key generation machine generates the master 
key information which is a common key from the user password entered by this 



key information and user corresponding to a user, and the information 
enciphered by the decoder using this generated master key information is 
decrypted. 

[01 13] Since the encryption processing for every user demand of a host server 
becomes unnecessary as described above, information delivery is attained by 
low cost. Moreover, an informational illegal copy can be discovered very easily 
and security can be raised substantially. 

[0114] If encryption is seen technically, compared with the conventional hybrid 
system of enciphering the data itself with a common key and enciphering only 
this common key again with a public key, a common key will be published to a 
duplex, signal transduction (transfer of the enciphered common key) of one 
common key will be carried out together with the data enciphered by enciphering, 
and the common key of another side will be decrypted within IC card 4 using the 
specific information from a user. For this reason, a common key is visible to a 
user's neither own in the middle of a transfer path. 

[01 15] Therefore, there are few dangers of being copied illegally according, to the 
3rd person under transfer of 1 . key to the fault of a common key system. 

2. Management of a key is easy (a user should just have one IC card). 

3. The alteration of the code data in a reception place is difficult. There is nothing 
only by being improved substantially, and compared with an ASHIN metric 
method, encryption/decryption processing is relatively easy for 4. information 
service provider side / user side, and it can be processed in a short time. 

5. That an information service provider side should set up only a master key, 
since it is not necessary to ask the public key to the management center for 
every user, the information offer activity to a user can increase the efficiency 
substantially. 

6. The information service provider side records the information enciphered in 
advance on the IC card side, and can deliver it as it is. For this reason, compared 
with the conventional cipher system which enciphers and carries out information 
delivery for every demand of a user, the burden by the side of an information 



service provider improves substantially. 

7. Preparation of a decryption is completed only in the conventional 
authentication procedure of entering a user password into the personal 
authentication using an IC card. Therefore, encoding technology can be adopted, 
without newly forcing a burden upon a user for security reservation. 

8. Since the drive code and the address code are contained in the control 
information of encryption key information, the information enciphered by the user 
side is copied to HDD or an optical disk as it is, and it can prevent using 
improperly, 

[0116] Consequently, all the faults of the conventional encoding technology are 
improved, and information sending origin and a reception place can simplify 
processing substantially, and can strengthen a security function. Next, the 
information (refer to drawing 2 ) which consists of encryption key information 41 
that the encryption information 40 which was recorded on optical disk 17a, such 
as DVD-ROM, at the Records Department (HDD29) of the host server 3 of the 
1st operation gestalt, and control information 42 are inserted in as the 2nd 
embodiment is recorded, and the case where load the optical disk unit (ROM 
drive) 17 of the client machine 1 of the 1st operation gestalt with this DVD- 
ROM17a, and it reproduces is explained. 

[01 17] In this case, "FIT which shows DVD-ROM as a drive code within control 
information is described, and the date of manufacture showing the stage when 
the original recording of an optical disk was created as a hour entry is described. 
[01 18] That is, the encryption information 40 and the encryption key information 
41 that control information 42 is inserted in are reproduced from DVD-ROM17a 
with which the optical disk unit 17 was loaded instead of the communication link 
packet which consists of the encryption information 40, encryption key 
information 41 that control information 42 is inserted in, and an IP address being 
transmitted from a host server like the 1st operation gestalt. Subsequent 
actuation is processed almost like the case of the flow chart shown in drawing 13 
and drawing 14 . However, when the drive code within client machine creation 



information is set to "FIT and it is in agreement with "FIT of the drive code 44 of 
control information 42, sources, such as encryption information, are judged to be 
right things. 

[0119] Moreover, as encryption information recorded on optical disk (DVD-ROM) 
17a, video datas etc. may be other information besides a program etc. Moreover, 
it may not be made not to process the part related to a user password among the 
actuation shown in drawing 13 and drawing 14 (step 53). In this case, master key 
information is beforehand recorded on EEPROM34 by IC card 4 instead of the 
key information corresponding to a user. 

[0120] Moreover, optical disk (DVD-ROM) 17a is created by being used at the 
time of the manufacture of optical disk (DVD-ROM) 17a shown below, and 
recording those information as well as record to HDD29 of the encryption key 
information 41 that the encryption information 40 which used and explained 
drawing 10 of the 1st example - drawing 12 , and control information 42 are 
inserted in on original recording 70. 

[0121] The manufacture approach of the above-mentioned optical disk (DVD- 
ROM) 17a is explained using (k) from (a) - (e) of drawing 15 , and (f) of drawing 
16 . In order to guarantee surface precision, the glass plate 71 made with 
tempered glass with a thickness of 0.5-30mm is put on a spindle motor 72 ((a) of 
drawing 15 ), and is rotated at a specific rotational frequency. From moreover, 
the photoresist liquid melted by the organic solvent is sprinkled and photoresist 
liquid is opened to homogeneity using the centrifugal force by revolution of a 
glass plate 71. As generally as a spinner coating method, this applying method is 
called. Elevated-temperature neglect is carried out after that at every glass plate 
71 60-300-degreeC, an organic solvent is evaporated, and the photoresist layer 
73 of the uniform thickness dr is formed ((b) of drawing 15 ). 
[0122] (f) of drawing 16 mentioned later - drawing 16 Although imprint 
effectiveness falls at the process of (i), when the imprint effectiveness in a stroke 
is 100% temporarily, the thickness dr of this photoresist layer 73 becomes the pit 
depth or the PURIGURUBU depth on the record film 84 of a final information 



record medium. 

[0123] Then, with the original recording recording apparatus mentioned later, a 
laser beam 75 is made to condense with an objective lens 76, a photoresist layer 
73 is exposed intermittently, and the exposure section 74 is created ((c) of 
drawing 15 ). If the exposure over the perimeter is completed, it will remove from 
an original recording recording device the whole glass plate 71, and a developer 
77 is sprinkled specific time, rotating a glass plate 71, as shown in (d) of drawing 
15. 

[0124] Then, as shown in (e) of drawing 15 , the exposure section 74 carries out 
****** lack, and the minute irregularity of a level difference dr is done. Thus, the 
glass plate 71 and photoresist layer 73 which were done are called the original 
recording 70 of an optical disk. Thus, the created original recording 70 is 
removed from a spindle motor 72, and the replica of the concavo-convex 
configuration of original recording 70 is taken by the electroless deposition by 
nickel, and electrolytic plating (electrocasting plating). Drawing 16 The replica 
which carried out in this way and was formed as shown in ** (f) is called the 
master plate 78. If master plate 78 creation is completed, it will attach into 
organic solvents, such as an acetone, a photoresist layer 73 will be melted, and 
the master plate 78 will be exfoliated from original recording 70. After creating the 
mother plate 79 by electrolytic plating (electrocasting plating) after that based on 
the master plate 78 ((g) of drawing 16 ), the mother plate 79 is exfoliated from the 
master plate 78. It carries out again based on the mother plate 79, and La 
Stampa 80 is created by electrolytic plating (electrocasting plating) ((h) of 
drawing 16). 

[0125] Generally the transparence plastic plate 83 of an information record 
medium is created using the approach called "injection molding." that is, metal 
mold A81 and metal mold B82 are arranged for the business of (i) of drawing 16 , 
and the resin material (generally a polycarbonate, PMMA, and ABS are used as 
the material of construction in many cases) which looked like [ the clearance 
between in the meantime ] muddily, and was melted at the elevated temperature 



in it is pushed in. Since attach and La Stampa 80 created at the above- 
mentioned process is in metal mold A81 , the minute concavo-convex 
configuration of La Stampa 80 is imprinted by resin material in the phase where 
resin material was pushed in. Then, it is left several minutes and resin material is 
cooled to ordinary temperature metal mold A81 and the whole metal mold B82, 
when resin material got cold and solidified, between metal mold A81 and metal 
mold B82 is extended, and a plastic plate 83 (the resin material by which the 
above got cold and the lump and the concavo-convex configuration were 
imprinted is called the plastic plate 83) is taken out. 

[0126] Thus, the obtained plastic plate 83 is arranged in a vacuum, record film 84 
is formed on a plastic plate 83 by vacuum evaporationo of spatter vacuum 
evaporationo, vacuum deposition, ion plating, etc., and structure like (j) of 
drawing 16 is made. Thus, the created object is arranged so that two-sheet 
record film 84 and 86 may become inside, the meantime is filled up with record 
film 84, and an information record medium like (k) of drawing 16 is completed. 
[0127] The structure of an original recording recording device of making the 
photoresist layer 73 shown by (c) of drawing 15 exposing locally is shown in 
drawing 17 . As mentioned above, a glass plate 71 rotates at a specific rotational 
frequency on a spindle motor 72. A laser beam 75 condenses on a photoresist 
layer 73 with the objective lens 76 after an echo by the clinch mirror 88. The 
clinch mirror 88 and an objective lens 76 are united as moving part 89, and move 
to radial [ of a glass plate 71 ]. This moving part 89 moves by the delivery motor 
90 and the delivery gear 91. Although not illustrated, it had the monitor part which 
carries out the monitor of the condensing spot location on a glass plate 76 
optically, the rotational frequency of a spindle motor 72 changed according to this 
monitor output, and the original recording record control section 50 has controlled 
so that the passing speed (linear velocity) of the relative condensing spot on a 
glass plate 71 always becomes fixed. 

[0128] The laser beam 75 which came out of the laser light source 97 reaches 
the E.O. modulator 94 and the A.O. modulator 93 to the clinch mirror 88 after 



passage. The PURIPITTO signal which is a minute concavo-convex pit 
configuration embraces the signal of PURIPITSU ************ 99, switches on / 
turns off the high-speed switch 96, and the electrical potential difference of the 
adjustable voltage generator 95 is impressed to the E.O. modulator 94, or it 
releases it. If the applied voltage to this E.O. modulator 94 is changed, the laser 
intensity which passes the E.O. modulator 94 will change. Thus, the laser 
intensity which reaches to a photoresist layer 73 is changed, and the exposure 
section 74 on a photoresist layer 73 and a non-exposed area are made. 
[0129] A standing wave (A. compressional wave between the molecules in 93 O. 
modulators) with the specific distance-period in the A.O. modulator 93 occurs by 
applying the electrical potential difference of a specific frequency to the A.O. 
modulator 93 with the specific frequency oscillator 92. A laser beam 75 receives 
a black (Bragg) echo by this standing wave, and it is bent in the specific direction. 
Therefore, when the distance-period of this standing wave changes, black 
(Bragg) conditions change and the include angle a laser beam 75 turns also 
changes. That is, by changing the output frequency of the specific frequency 
oscillator 92, the travelling direction of a laser beam 75 changes and, as a result, 
a condensing point location moves radially on a photoresist layer 73. 
[0130] according to the output of a WOBURU groove generator / groove pit 
switcher 98, with a specific period, in the case of the information record medium 
which has the structure in which PURIGURUBU carries out specific period 
meandering, the frequency of the frequency oscillator 92 changes, and it comes 
out and requires it. Moreover, in the case of a WO bull pit, only as for the one half 
of a track pitch (pitch between land grooves), a condensing spot changes the 
frequency of the specific frequency oscillator 92 so that it may shift radially on a 
photoresist layer 73. 

[0131] or [ that information playback is independently possible for the ROM drive 
17 (client machine 1) with no decryption means for decrypting encryption 
information as described above ] -- it can judge whether it is prohibition. When 
prohibition of information playback is detected, it can avoid transmitting by this 



the information to which playback and a transfer were forbidden to equipments, 
such as a personal computer which performs decryption processing and 
regeneration after it. 

[0132] Moreover, although the conventional thing has the fault cost also 
increases in **** and it becomes impossible to also take compatibility with the 
conventional ROM drive and to say if it does not give a decryption means to 
decrypt key information in a ROM drive when control information is included in 
the key after a decryption, it can avoid such a fault in the 2nd embodiment of the 
above. 

[0133] Moreover, as other embodiments, as shown in drawing 18 , the case of 
the network system by which the host server 101 and the server 102 for users 
are connected with the network computer 105 through networks 103 and 104, 
respectively is explained. 

[0134] For example, a host server 101 is the same configuration as the host 
server 3 of the 1st operation gestalt, and has HDD 29 on which the information 
which consists of encryption key information 41 that the key information which 
control information 42 is inserted in in the form un-enciphered as the programs 
(information which a user uses) 40, such as word-processing software 
enciphered as encryption information, and decrypts the encryption information 40 
(decode) is enciphered is recorded. 

[0135] A network computer 105 By the decryption section 108 and the decryption 
section 108 which decode codes, such as encryption information received in the 
receive section 107 which receives the encryption information from a control 
section 106 and the host server 101 which controls the whole network computer 
105, and the receiving receive section 107 The dispatch section 111 which 
disseminates information to the server 102 for users constitutes the processing 
result enciphered with RAM memory 109 which records the decoded information, 
the code machine 110 which enciphers the processing result by the control 
section 106, and the code vessel 110. It has the 1st same configuration and 
same function as IC card 4 of an operation gestalt, and, as for the above- 



mentioned decryption section 108, the code machine 110 also has the 1st same 
configuration and same function as the code machine 24 of an operation gestalt. 
[0136] The encryption information on the small-scale functional program 
described by this by JAVA sent via a network 102 from the host server 101 etc. is 
changed into an electrical signal in a receive section 107, it is inputted into the 
decryption section 108 as it is, and the functional program after a decryption is 
inputted into RAM memory 109. Data processing is carried out in a control 
section 106, reading a functional program from RAM memory 109. The result 
after processing is sent to the server 102 for users via a network 103 from the 
dispatch section 111, after being enciphered with the code vessel 110. 
[0137] Since all the circuits except the receive section 107 and the dispatch 
section 111 in a network computer 105 are one-chip-ized, the raw signal after a 
decryption has structure which cannot be taken out out of direct, and security is 
strengthened further. 

[0138] Moreover, the example using a broadcasting satellite is explained as other 
embodiments using drawing 19 . That is, encryption information as shown in 
drawing 2 of the 1st operation gestalt via a broadcasting satellite 122 from a key 
station 121 etc. is sent. It is decrypted by the raw signal in the decryption section 
125 formed with the IC card of the 1st operation gestalt after changing into an 
electrical signal in the receive section 124 in the information regenerative 
apparatus 123, and is displayed by the display 126. According to each 
embodiment mentioned above, security reservation is required or can prevent the 
unjust duplicate about the information which needs copyright reservation. 
[0139] 

[Effect of the Invention] Since the encryption processing for every user demand 
of a host server becomes unnecessary according to this invention as explained in 
full detail above, information delivery is attained by low cost. According to this 
invention, an informational illegal copy can be discovered very easily and security 
can be raised substantially. 

[0140] According to this invention, to the fault of a common key system, there are 



few dangers by the 3rd person under transfer of a key of being copied illegally, 
management of a key is easy, and the point said that the alteration of the code 
data in a reception place is difficult is improved substantially. 
[0141] According to this invention, compared with an ASHIN metric method, the 
point shown below is improved substantially. Encryption/decryption processing is 
relatively easy for provider side / user side of data utility, and it can be processed 
in a short time. 

[0142] That an information service provider side should set up only a master key, 
since it is not necessary to ask the public key to the management center for 
every user, the information offer activity to a user can increase the efficiency 
substantially. 

[0143] The information service provider side records the information enciphered 
in advance on the IC card side, and can deliver it as it is. For this reason, 
compared with the conventional cipher system which enciphers and carries out 
information delivery for every demand of a user, the burden by the side of an 
information service provider improves substantially. 
[0144] Preparation of a decryption is completed only in the conventional 
authentication procedure of entering a user password into the personal 
authentication using an IC card. Therefore, encoding technology can be adopted, 
without newly forcing a burden upon a user for security reservation. 
[0145] Since device information and field information are included in the control 
information of encryption key information, the information enciphered by the user 
side is copied to HDD or an optical disk as it is, and it can prevent using 
improperly. Consequently, all the faults of the conventional encoding technology 
are improved, and information sending origin and a reception place can simplify 
processing substantially, and can strengthen a security function. 
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[Brief Description of the Drawings] 

[Drawing 1] Drawing 1 is drawing showing the outline configuration of the 
information transmission system for explaining the gestalt of implementation of 
this invention. 

[Drawing 2] Drawing 2 is drawing showing the example of structure of service 
information. 

[Drawing 3] Drawing 3 is drawing showing the example of a configuration of 
control information. 

[Drawing 4] Drawing 4 is the perspective view showing the configuration of the IC 
card of drawing 1 . 

[Drawing 5] Drawing 5 is the block diagram showing the outline configuration of 
the client machine of drawing 1 . 

[Drawing 6] Drawing 6 is the block diagram showing the outline configuration of 
the host server of drawing 1 . 

[Drawing 7] Drawing 7 is the block diagram showing the outline configuration of 
the key information-synthesis machine of drawing 6 . 

[Drawing 8] Drawing 8 is the block diagram showing the outline configuration of 
the code machine of drawing 6 , and a decoder. 

[Drawing 9] Drawing 9 is the block diagram showing the outline configuration of 
the IC card of drawing 1 . 

[Drawing 10] Drawing 10 is a flow chart for explaining the record approach of 
service information. 

[Drawing 11] Drawing 11 is drawing showing the generation process of 
encryption key information and encryption information. 

[Drawing 12] Drawing 12 is a flow chart for explaining the registration approach 
into the IC card of the key information corresponding to a user. 
[Drawing 13] Drawing 13 is a flow chart for explaining the processing which 
decodes the information which is acquired according to a demand, and which is 
enciphered with an IC card, and is set up as a functional program. 



[Drawing 14] Drawing 14 is a flow chart for explaining decryption processing of 
encryption information. 

[Drawing 15] Drawing 15 is drawing for explaining the manufacture approach of 
DVD-ROM. 

[Drawing 16] Drawing 16 is drawing for explaining the manufacture approach of 
DVD-ROM. 

[Drawing 17] Drawing 17 is drawing for explaining the outline configuration of an 
original recording recording device. 

[Drawing 18] Drawing 18 is drawing showing the outline configuration of the 
network system for explaining other embodiments. 

[Drawing 19] Drawing 19 is drawing showing the example using the broadcasting 
satellite for explaining other embodiments. 
[Description of Notations] 

1 - Client machine 

2 - Communication line 

3 -- Host server 

4 IC card 

29 Records Department (HDD) 

40 — Encryption information 

41 - Encryption key information 

42 Control information 



